
Agenda 
Board of Trustees 
May 11, 2017 | 8:30 a.m.–12:00 p.m. Central 

The Ritz-Carlton, St. Louis 
100 Carondelet Plaza 
St. Louis, MO 63105 

Conference Room: Ritz-Carlton Ballroom (Lobby Level) 

Call to Order 

NERC Antitrust Compliance Guidelines—Public Announcement 

Introductions and Chair’s Remarks  

Consent Agenda - Approve 

1. Minutes*

a. February 9, 2017 Meeting

2. Committee Membership and Charter Changes*

a. Compliance and Certification Committee Membership

Regular Agenda 

3. Remarks and Reports

a. Welcome Remarks -  Warner Baxter, Chairman, President and Chief Executive Officer, Ameren
Corporation

b. Remarks by Patricia Hoffman, Acting Assistant Secretary, DOE 

c. Remarks by Murray Doehler, Chair, CAMPUT

d. John McAvoy, Chair, E-ISAC Member Executive Committee

e. President’s Report
4. Report on Board of Trustees and Regional Board Officers Joint Meeting – Information
5. Report on Board of Trustees April 18 and May 9, 2017 Closed Sessions – Information

6. Board Committee Reports

a. Corporate Governance and Human Resources

b. Compliance

c. Finance and Audit

i. 2016 Audited Financial Statement: Review Audit Findings and Recommendations  ̶  Accept
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ii. First Quarter 2017 Unaudited Statement of Activities  ̶  Accept 

d. Enterprise-wide Risk 

e. Standards Oversight and Technology 

f. Nominating Committee 

7. Standards* 

a. WECC Reliability Standards Development Procedures  ̶  Approve 

8. Other Matters and Reports* 

a. Sections 600 and 900 of the Rules of Procedure Amendments  ̶  Approve 

b. 2017 Summer Reliability Assessment  ̶  Update 

c. 2017 State of Reliability  ̶  Update 

d. Mexico Update and Next Steps 2017/2018  ̶  Update 

e. E-ISAC Quarterly Update  ̶  Information 

i. E-ISAC Long-Term Strategic Plan  ̶  Acceptance 

9. Committee Reports* 

a. Operating Committee 

b. Planning Committee  

c. Critical Infrastructure Protection Committee 

d. Member Representatives Committee 

e. Personnel Certification Governance Committee 

f. Standards Committee 

g. Reliability Issues Steering Committee 

h. Compliance and Certification Committee 

i. Electricity Subsector Coordinating Council  

10. Forum and Group Reports* 

a. North American Energy Standards Board 

b. North American Transmission Forum 

c. North American Generator Forum 

11. Adjournment 

 

 

*Background materials included. 



 
 
 
 

Antitrust Compliance Guidelines 
 
I. General 
It is NERC’s policy and practice to obey the antitrust laws and to avoid all conduct that unreasonably 
restrains competition. This policy requires the avoidance of any conduct that violates, or that might 
appear to violate, the antitrust laws. Among other things, the antitrust laws forbid any agreement 
between or among competitors regarding prices, availability of service, product design, terms of sale, 
division of markets, allocation of customers or any other activity that unreasonably restrains 
competition. 

 
It is the responsibility of every NERC participant and employee who may in any way affect NERC’s 
compliance with the antitrust laws to carry out this commitment. 

 
Antitrust laws are complex and subject to court interpretation that can vary over time and from one 
court to another. The purpose of these guidelines is to alert NERC participants and employees to 
potential antitrust problems and to set forth policies to be followed with respect to activities that may 
involve antitrust considerations. In some instances, the NERC policy contained in these guidelines is 
stricter than the applicable antitrust laws. Any NERC participant or employee who is uncertain about 
the legal ramifications of a particular course of conduct or who has doubts or concerns about whether 
NERC’s antitrust compliance policy is implicated in any situation should consult NERC’s General Counsel 
immediately. 

 
II. Prohibited Activities 
Participants in NERC activities (including those of its committees and subgroups) should refrain from 
the following when acting in their capacity as participants in NERC activities (e.g., at NERC meetings, 
conference calls and in informal discussions): 

· Discussions involving pricing information, especially margin (profit) and internal cost 
information and participants’ expectations as to their future prices or internal costs. 

· Discussions of a participant’s marketing strategies. 

· Discussions regarding how customers and geographical areas are to be divided among 
competitors. 

· Discussions concerning the exclusion of competitors from markets. 

· Discussions concerning boycotting or group refusals to deal with competitors, vendors or 
suppliers. 



 
 
 
 
 
 
 
 
 
 

· Any other matters that do not clearly fall within these guidelines should be reviewed with 
NERC’s General Counsel before being discussed. 

 
III. Activities That Are Permitted 
From time to time decisions or actions of NERC (including those of its committees and subgroups) may 
have a negative impact on particular entities and thus in that sense adversely impact competition. 
Decisions and actions by NERC (including its committees and subgroups) should only be undertaken for 
the purpose of promoting and maintaining the reliability and adequacy of the bulk power system. If 
you do not have a legitimate purpose consistent with this objective for discussing a matter, please 
refrain from discussing the matter during NERC meetings and in other NERC-related communications. 

 
You should also ensure that NERC procedures, including those set forth in NERC’s Certificate of 
Incorporation, Bylaws, and Rules of Procedure are followed in conducting NERC business. 

 
In addition, all discussions in NERC meetings and other NERC-related communications should be within 
the scope of the mandate for or assignment to the particular NERC committee or subgroup, as well as 
within the scope of the published agenda for the meeting. 

 
No decisions should be made nor any actions taken in NERC activities for the purpose of giving an 
industry participant or group of participants a competitive advantage over other participants. In 
particular, decisions with respect to setting, revising, or assessing compliance with NERC reliability 
standards should not be influenced by anti-competitive motivations. 

 
Subject to the foregoing restrictions, participants in NERC activities may discuss: 

· Reliability matters relating to the bulk power system, including operation and planning matters 
such as establishing or revising reliability standards, special operating procedures, operating 
transfer capabilities, and plans for new facilities. 

· Matters relating to the impact of reliability standards for the bulk power system on electricity 
markets, and the impact of electricity market operations on the reliability of the bulk power 
system. 

· Proposed filings or other communications with state or federal regulatory authorities or other 
governmental entities. 

· Matters relating to the internal governance, management and operation of NERC, such as 
nominations for vacant committee positions, budgeting and assessments, and employment 
matters; and procedural matters such as planning and scheduling meetings. 
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DRAFT Minutes  
Board of Trustees 
February 9, 2017 | 8:30 a.m.–12:00 p.m. Pacific 
 
Westin San Diego  
400 West Broadway  
San Diego, CA 92101 
 
Call to Order 
Mr. Frederick W. Gorbet, Chair, called to order the duly noticed open meeting of the Board of Trustees 
(the “Board”) of the North American Electric Reliability Corporation (“NERC” or the “Corporation”) in San 
Diego, California, on February 9, 2017, at 8:30 a.m. Pacific, and a quorum was declared present. The 
agenda is attached as Exhibit A.  
 
Present at the meeting were:   
 
Board Members 
Frederick W. Gorbet, Chair  
Janice B. Case  
Gerald W. Cauley, President and Chief Executive Officer 
Robert G. Clarke  
Kenneth W. DeFontes, Jr.  
David Goulding  
George S. Hawkins 
Deborah S. Parker 
Kenneth G. Peterson 
Jan Schori 
Roy Thilly 
 
NERC Staff  
Charles A. Berardesco, Senior Vice President, General Counsel, and Corporate Secretary 
Tina Buzzard, Associate Director 
Howard Gugel, Senior Director of Standards 
Stan Hoptroff, Vice President, Chief Technology Officer, and Director of Information Technology 
Scott Jones, Vice President, Corporate Treasurer and Director of Finance and Administration 
Mark G. Lauby, Senior Vice President and Chief Reliability Officer    
Ken McIntyre, Vice President and Director of Standards and Compliance 
Sonia Mendonça, Vice President, Deputy General Counsel and Director of Enforcement  
James Merlo, Vice President and Director of Reliability Risk Management 
Timothy E. Roxey, Vice President and Chief E-ISAC Operations Officer 
Marcus H. Sachs, Senior Vice President and Chief Security Officer  
Janet Sena, Senior Vice President and Director of Policy and External Affairs 
Michael Walker, Senior Vice President and Chief Financial and Strategic Development Officer 
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NERC Antitrust Compliance Guidelines  
Mr. Berardesco noted the public nature of the meeting and directed the participants’ attention to the 
NERC Antitrust Compliance Guidelines, which had been included with the advance meeting materials.  
 
Welcoming Remarks 
Mr. Gorbet welcomed attendees to the meeting. He expressed his appreciation to Pat Hoffman of the 
Department of Energy, Murray Doehler of CAMPUT, and Mike Bardee, Director of the Office of Electric 
Reliability of the Federal Energy Regulatory Commission (FERC), for their attendance at the meeting. Mr. 
Gorbet congratulated Cheryl LaFleur on her appointment as Acting Chairman, and thanked Norman Bay 
for his service as Chairman, of FERC. Mr. Gorbet welcomed Deborah Parker as a trustee of the Board.  Mr. 
Gorbet noted that Paul Barber’s term as trustee had been completed the previous day. On behalf of the 
Board, he moved the following resolutions, which were unanimously approved, and presented Mr. Barber 
with a version of the resolutions signed by all trustees: 
 

WHEREAS, Paul F. Barber has served as a member of the Board of Trustees of the North American 
Electric Reliability Corporation (NERC) and its predecessor organization, the North American Electric 
Reliability Council, for 12 years, including having served as Vice Chair of the Board, Chair of the 
Board’s Compliance Committee and as a member of, and Board liaison to, the Electricity Subsector 
Coordinating Council; and 
 
WHEREAS, Mr. Barber was integral in the process whereby NERC was designated as the North 
American Electric Reliability Organization (ERO); and 
 
WHEREAS, Mr. Barber provided invaluable counsel, advice and direction as NERC undertook its 
responsibilities as the ERO and promulgated the first mandatory standards for bulk power system 
reliability and began the enforcement of such standards; and   
 
WHEREAS, Mr. Barber has been a valued colleague and friend to the members of NERC’s Board of 
Trustees.   
 
NOW, THEREFORE, BE IT RESOLVED THAT the Board of Trustees of the North American Electric 
Reliability Corporation does hereby convey its deepest gratitude to Paul F. Barber for his years of 
distinguished service and honors him on the occasion of his retirement as a member of the Board 
of Trustees. 

 
Mr. Gorbet reported that before the open meeting, as is its custom, the Board met in closed session with 
NERC management, and subsequently in executive session without NERC management, to review NERC 
management activities and to approve Mr. Cauley’s compensation. 
 
Consent Agenda 
Upon motion duly made and seconded, the Board approved the consent agenda as follows: 
 
Minutes 
The draft minutes for the November 2, 2016 and December 14, 2016 meetings were approved as 
presented to the Board at this meeting.  
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Committee Membership Appointments and Charter Revisions 
 
Election and Appointment of NERC Officers 
 

RESOLVED, that the Board, upon recommendation of the Corporate Governance and Human 
Resources Committee, hereby elects the following officers of the Corporation for 2016: 

• Roy Thilly, Chair 

• Kenneth W. DeFontes, Jr., Vice Chair 

• Gerald W. Cauley, President and Chief Executive Officer 
 
FURTHER RESOLVED, that the Board, upon recommendation of the President and the Corporate 
Governance and Human Resources Committees, hereby appoints the following individuals as 
officers of the Corporation for 2017:   

• Charles A. Berardesco, Senior Vice President, General Counsel, and Corporate Secretary 

• Mark G. Lauby, Senior Vice President and Chief Reliability Officer 

• Marcus H. Sachs, Senior Vice President and Chief Security Officer 

• Janet Sena, Senior Vice President and Director of Policy and External Affairs 

• Michael Walker, Senior Vice President and Chief Financial and Strategic Development 
Officer 

• Stanley Hoptroff, Vice President, Chief Technology Officer, and Director of Information 
Technology 

• Scott Jones, Vice President, Corporate Treasurer, and Director of Finance and 
Administration 

• Kenneth McIntyre, Vice President and Director of Standards and Compliance 

• Sonia Mendonca, Vice President, Deputy General Counsel, and Director of Enforcement 

• James Merlo, Vice President and Director of Reliability Risk Management  

• Timothy E. Roxey, Vice President and Chief E-ISAC Operations Officer 
 
Reliability Issues Steering Committee Membership  

 
RESOLVED, that the Board hereby approves the appointment of the following individuals to the 
Reliability Issues Steering Committee (“RISC”), each for a term ending on January 31, 2019: 

• Carol Chinn, MRC Member, Regulatory Compliance Officer of Florida Municipal Power 
Agency  

• Tim Eckel, At-Large Member, Vice President of Transmission Services of SaskPower 

• Mark McCulla, At-Large Member, Vice President of Transmission Operations of Entergy 
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• Nelson Peeler, At-Large Member, Chief Transmission Officer of Duke Energy 

• John Pespisa, MRC Member, Director, NERC Compliance Program of Southern California 
Edison 

• Woody Rickerson, At-Large Member, Vice President of Grid Planning and Operations of 
ERCOT 

• Chris Root, At-Large Member, Chief Operating Officer of Vermont Electric Power Company 
 
FURTHER RESOLVED, that the Board hereby approves the appointment of the following individual 
to the RISC, for a term ending on January 31, 2018: 

• Herb Schrayshuen, MRC Member 
 
FURTHER RESOLVED, that the Board hereby approves the appointment of the following individuals 
to the RISC, each for a term ending on January 31, 2018: 

• Terry Bilke, of the Compliance and Certification Committee 

• Brian Evans-Mongeon, Vice Chair, Planning Committee 

• Lloyd Linke, Vice Chair, Operating Committee 

• Nathan Mitchell, Co-Vice Chair, Critical Infrastructure Protection Committee 

• Brian Murphy, Chair, Standards Committee 
 
FURTHER RESOLVED, that the Board hereby approves the appointment of Peter Brandien of ISO 
New England to serve as chair of the RISC for a term of two years. 

 
Personnel Certification Governance Committee Membership  
 

RESOLVED, that the Board hereby approves the reappointment of the following individuals to the 
Personnel Certification Governance Committee, each for a term ending on December 31, 2018: 

• Don Urban of ReliabilityFirst 

• Cory Danson of Western Area Power Administration 

• Mark Thomas of Entergy 

• Margaret Adams of Southwest Power Pool 

• Misty Revenew of Lower Colorado River Authority 
 
Operating Committee Charter 
 

RESOLVED, that the Board hereby approves the amended Operating Committee (“OC”) charter, 
substantially in the form presented to the Board at this meeting, to replace the OC charter 
approved by the Board on November 7, 2013. 
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Critical Infrastructure Protection Committee Charter 
 

RESOLVED, that the Board hereby approves the amended Critical Infrastructure Protection 
Committee (“CIPC”) charter, substantially in the form presented to the Board at this meeting, to 
replace the CIPC charter approved by the Board on May 5, 2016. 

 
Regular Agenda 
 
Remarks by Outgoing and New Board Chair 
Mr. Gorbet, as the outgoing Chair of the Board, provided perspectives on NERC in the context of his 
service as Board Chair. Among a number of points, he noted the transition of the ERO Enterprise to being 
more of a risk-based organization, the development of a deep and talented management team, the 
enhance cohesion of NERC and the Regional Entities, the strength of the technical committees, and the 
enhanced relationships with FERC and the Canadian regulators. Mr. Gorbet noted key successes, including 
the development of the GMD standard and the transition of the ESCC structure, observing that these 
showed an organization can handle challenges provided it is committed to listening with respect and 
honoring the sometimes differing views of stakeholders. He thanked Mr. Cauley and the senior leadership 
team for the strong relationship with the Board, noting that Mr. Cauley approached his role as CEO and 
trustee with openness and respect. Mr. Gorbet also thanked fellow trustees, and welcomed Mr. Thilly as 
the new Chair.  
 
Mr. Thilly recognized the strength of the management team led by Mr. Cauley, and expressed his 
appreciation for regional leadership and volunteers. He stated that the organization is strong, but should 
also look for continuous improvement, and asked stakeholders to continue their engagement and their 
focus on reliability.  Mr. Thilly thanked Nabil Hitti for his leadership as Chair of the MRC, congratulated 
Mr. Barber upon his retirement from the Board, and welcomed Ms. Parker to the Board. He noted that he 
had asked Mr. Gorbet to be the Board liaison with management on work with Canada and Mexico, and 
had asked Mr. DeFontes to be the Board liaison for business continuity and IT security. Mr. Thilly also 
discussed the Board’s work on longer-term strategic vision, and focus on enhancing the ERO Enterprise 
model. 
 
Remarks by Patricia Hoffman, Acting Assistant Secretary, Department of Energy 
Ms. Hoffman described her current role, and expressed her appreciation for the collaborative relationship 
between NERC and the DOE. She discussed areas of focus including emergency response efforts to 
extreme weather and GMD, questions around the evolving role of distribution systems, identifying 
infrastructure needs and opportunities, preventing releases of sensitive information, and cybersecurity 
including necessary government/industry collaboration.  
 
Remarks by Murray Doehler, Chair, CAMPUT 
Mr. Doehler discussed importance of relationships, using the Halifax explosion and the assistance 
provided by Boston as an example, and emphasized the importance of relationships inside NERC and 
other cross-border relationships.  
 
Remarks by Scott Drury, President, San Diego Gas & Electric 
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Mr. Drury discussed the focus of the company, particularly technology innovation and clean energy.  He 
introduced Dave Geier, Vice President of Electric Transmission and Engineering, San Diego Gas & Electric, 
who discussed the importance of NERC, and stated that the focus of a NERC-regulated organization 
should not be only on compliance but on enhancing reliability and security.  
 
President’s Report 
Mr. Cauley welcomed Ms. Parker to the Board and acknowledged the transition from Mr. Gorbet to Mr. 
Thilly as Chair of the Board, thanking Mr. Gorbet for his service. Mr. Cauley also recognized Mr. Barber, 
noting their long relationship dating back to his time at West Point when he was a student of Mr. 
Barber’s, and Mr. Barber’s contributions to the industry and NERC. Turning to a review of 2016, Mr. 
Cauley emphasized that it had been an excellent year for NERC.  He noted that NERC’s progress is 
reflected in the nature and goals set forth in the new corporate metrics, which are in some ways more 
difficult and focused on influence and effect.    
 
In discussing the question of the cost effectiveness of standards, Mr. Cauley noted that NERC is not really 
proposing a large number of new reliability standards outside of regulatory directives, and argued that 
there could be a focus on the review of existing standards to make sure they are cost effective. The real 
focus should be moving everyone to truly thinking about risk-based CMEP and on operational outcomes.  
Mr. Cauley discussed the alignment between every day operations and compliance, arguing that 
compliance should be an enhancement to the effort to have better operations. He referenced the 
presentations at the previous day’s meetings on key emerging issues. Mr. Cauley noted that another key 
focus is on cyber and physical security, which could be an area of convergence with the new 
administration, and that NERC is already a part of the discussion. In that regard, the E-ISAC needs to 
continually enhance its analytical capabilities and access additional information. 
 
Mr. Cauley introduced Lane Lanford, representing the Regional Entity executives. Mr. Lanford discussed 
the CMEP technology project, which is intended to drive more common business processes, and thus 
drive consistency. Mr. Lanford also expressed that the ERO Enterprise management group is focused on 
consistency.  
 
Board Self-Assessment Results 
Mr. Thilly noted discussions during the previous day’s meetings, stating that the Board will look to 
improve the survey and takes stakeholder comments seriously. Mr. Cauley noted feedback on 
transparency and cost effectiveness, and that management will focus on how to assist the Board in this 
area.  
 
Standards 
Mr. Thilly noted that in considering the cost effectiveness of proposed reliability standards, the best 
information would come from industry. He asked that future standards reports address cost effectiveness 
and how it has been addressed in the standards development process.  
 
Mr. Gugel presented on the following Reliability Standards projects and other matters. After discussion, 
and upon motions duly made and seconded, the Board approved the following resolutions:  
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Modifications to TOP and IRO Standards — IRO-002-5 and TOP-001-4 

 
RESOLVED, that the Board hereby adopts the proposed Reliability Standards IRO-002-5 and TOP-
001-4, as presented to the Board at this meeting. 
 
FURTHER RESOLVED, that the Board hereby approves the associated implementation plan, as 
presented to the Board at this meeting.  
 
FURTHER RESOLVED, that the Board hereby approves the Violation Risk Factors and Violation 
Severity Levels for the proposed Reliability Standards, as presented to the Board at this meeting. 
 
FURTHER RESOLVED, that the Board hereby approves the proposed retirement of Reliability 
Standards IRO-002-4 and TOP-001-3, as presented to the Board at this meeting.  
 
FURTHER RESOLVED, that NERC management is hereby authorized to make the appropriate filings 
with ERO governmental authorities and take such further actions and make such further filings as 
are necessary and appropriate to effectuate the intent of the foregoing resolutions. 

 
Emergency Operations — EOP-004-4, EOP-005-3, EOP-006-3, and EOP-008-2 
 

RESOLVED, that the Board hereby adopts the proposed Reliability Standards EOP-004-4, EOP-005-
3, EOP-006-3, and EOP-008-2, as presented to the Board at this meeting. 
 
FURTHER RESOLVED, that the Board hereby approves the associated implementation plans, as 
presented to the Board at this meeting.  
 
FURTHER RESOLVED, that the Board hereby approves the Violation Risk Factors and Violation 
Severity Levels for the proposed Reliability Standards, as presented to the Board at this meeting.  
 
FURTHER RESOLVED, that the Board hereby approves the proposed retirement of Reliability 
Standards EOP-004-3, EOP-005-2, EOP-006-2, and EOP-008-1, as presented to the Board at this 
meeting.  
 
FURTHER RESOLVED, that NERC management is hereby authorized to make the appropriate filings 
with ERO governmental authorities and take such further actions and make such further filings as 
are necessary and appropriate to effectuate the intent of the foregoing resolutions. 

 
Modifications to CIP Standards — CIP-003-7 
 

RESOLVED, that the Board hereby adopts the proposed Reliability Standard CIP-003-7, as 
presented to the Board at this meeting. 
 



 

Draft Minutes – Board of Trustees Meeting 8 
February 9, 2017 

FURTHER RESOLVED, that the Board hereby approves the associated implementation plan, as 
presented to the Board at this meeting.  
 
FURTHER RESOLVED, that the Board hereby approves the Violation Risk Factors and Violation 
Severity Levels for the proposed Reliability Standard, as presented to the Board at this meeting.  
 
FURTHER RESOLVED, that the Board hereby approves the proposed retirement of Reliability 
Standard CIP-003-6, and the proposed retirement of the existing NERC Glossary definitions of “Low 
Impact BES Cyber System Electronic Access Point” and “Low Impact External Routable 
Connectivity”, as presented to the Board at this meeting.  
 
FURTHER RESOLVED, that NERC management is hereby authorized to make the appropriate filings 
with ERO governmental authorities and take such further actions and make such further filings as 
are necessary and appropriate to effectuate the intent of the foregoing resolutions. 

 
Texas RE Standards Development Process Revisions  
 

RESOLVED, that the Board hereby approves the proposed Texas RE Standards Development 
Process revisions, as presented to the Board at this meeting. 
 
FURTHER RESOLVED, that NERC management is hereby authorized to make the appropriate filings 
with ERO governmental authorities and take such further actions and make such further filings as 
are necessary and appropriate to effectuate the intent of the foregoing resolutions. 

 
Regional Reliability Standard VAR-501-WECC-3 — Power System Stabilizer 
 

RESOLVED, that the Board hereby adopts the proposed regional Reliability Standard VAR-501-
WECC-3, as presented to the Board at this meeting.  
 
FURTHER RESOLVED, that the Board hereby approves the associated implementation plan, as 
presented to the Board at this meeting.  
 
FURTHER RESOLVED, that the Board hereby approves the Violation Risk Factors and Violation 
Severity Levels for the proposed Reliability Standards, as presented to the Board at this meeting.  
 
FURTHER RESOLVED, that the Board hereby approves the proposed retirement of Reliability 
Standard VAR-501-WECC-2, as presented to the Board at this meeting.  
 
FURTHER RESOLVED, that NERC management is hereby authorized to make the appropriate filings 
with ERO governmental authorities and take such further actions and make such further filings as 
are necessary and appropriate to effectuate the intent of the foregoing resolutions. 

 
Revisions to Regional Reliability Standard BAL-001-TRE-01, Attachment 2 – Primary Frequency Response 
Reference Document  
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Mr. Gugel reviewed the revisions to the reference documents as outlined in the advance agenda package, 
noting this was for informational purposes only.  
 
Other Matters and Reports 
 
Efficiency and Effectiveness Metric  
Mr. Walker summarized the four measures that are part of the new Efficiency and Effectiveness metric.  
Upon motion duly made and seconded, the following resolution was approved: 
 

RESOLVED, that the Board hereby approves the proposed Efficiency and Effectiveness Metric, as 
presented to the Board at this meeting, as an addition to the 2017-2020 ERO Enterprise Strategic 
Plan and Metrics approved by the Board on November 2, 2016. 

 
Distributed Energy Resources Task Force Final Report 
Rich Hydzik, Chair of the task force, summarized the report. He discussed the process for developing the 
report, and reviewed key findings. Mr. Hydzik outlined the key recommendations, including those of 
developing reliability guidelines, data sharing, modeling and industry collaboration. Mr. Cauley discussed 
next steps, noting the process used to produce this report and its value for future similar efforts. After 
discussion, and upon motion duly made and seconded, the following resolutions were approved:  
 

RESOLVED, that the Board, hereby accepts the Distributed Energy Resources Task Force Report 
(“Report”), substantially in the form presented to the Board at this meeting. 
 
FURTHER RESOLVED, that the Board hereby endorses the recommendations outlined in the 
Report, as presented to the Board at this meeting. 
 
FURTHER RESOLVED, that the Board hereby approves the Report for publication, as presented to 
the Board at this meeting. 

 
Proposed Amendments to the Bylaws of the Texas RE 
Mr. Berardesco summarized the proposed amendments to the Texas Regional Entity (“Texas RE”) Bylaws, 
referencing the advance agenda materials. He stated that NERC staff reviewed the proposed revisions to 
the Bylaws to ensure that they met the criteria set forth in the Regional Delegation Agreement between 
NERC and Texas RE and any other applicable regulations, and found no discrepancies, and recommended 
the proposed revisions for approval. Upon motion duly made and seconded, the Board approved the 
following resolutions: 
 

RESOLVED, that the Board hereby approves the amendments to the Bylaws of the Texas RE, as 
presented to the Board at this meeting. 
 
FURTHER RESOLVED, that NERC management is hereby authorized to make the appropriate filings 
with ERO governmental authorities and take such further actions and make such further filings as 
are necessary and appropriate to effectuate the intent of the foregoing resolution. 
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FERC Data Access 
Mr. Merlo provided an updated on the process, discussing the establishment of mechanisms to share data 
securely with FERC. 

 
U.S. Government Relations 
Ms. Sena provided an update on the transition, key positions, and current appointments within the new 
administration. She discussed NERC outreach, and executive orders and potential applications to FERC as 
an independent agency. 
 
Western Interconnection Assurance Project 
Mr. Cauley introduced and provided background on the assurance project. Mr. McIntyre and Melanie Frye 
of WECC presented the report, providing an overview of the joint NERC/WECC project. In reviewing the 
report, they noted it assessed key operational areas and set forth areas for improvement, commenting 
that that there was a broad range of performance. Mr. McIntyre and Ms. Frye outlined next steps, 
including publication of a public report. Jim Robb, CEO of WECC, lauded the effective collaboration 
between NERC and WECC staff. He discussed the diversity of Transmission Operators in the region, noting 
that the quality of practices was not positively correlated to entity size. Mr. Thilly complimented the 
project, and Mr. Cauley noted there would be updates in the future.   
 
Mexico Update    
Mr. Cauley provided an update on Mexico, noting that a Memorandum of Understanding was still in final 
negotiation and subject to final Mexican and Board review, and thus could not be actually published at 
this time. Mr. Berardesco summarized the key terms of the draft MOU. The Board provided authorization 
for management to finalize the MOU and to seek final Board approval by means of a written consent.  
 
E-ISAC Quarterly Update 
Mr. Sachs presented the quarterly E-ISAC update, referencing the materials included in the advance 
agenda package, including various statistics, advisories and reports, a technology update, and a staffing 
update. He discussed activities around the “Internet of Things” and Level 2 NERC Alert recommendation. 
Mr. Sachs noted the rollout of the CAISS system, and reviewed the development of the CRISP unclassified 
data center. 
 
Committee Reports 
Representatives of the Standing Committees provided reports to the Board highlighting items from their 
written reports, which had been included with the advance meeting materials. Mr. Thilly asked, in light of 
the timing of this meeting, that the representatives focus only on key or new items from their written 
report. 
 
Operating Committee 
Jim Case, Committee Chair, referenced the written report and noted alignment with NERC’s strategic plan, 
summarizing key work products. 
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Planning Committee 
Brian Evans-Mongeon, Committee Vice Chair, referenced the written report, and noted key activities since 
the last Board meeting.    
 
 
 
 
Critical Infrastructure Protection Committee 
Marc Child, Committee Chair, summarized and highlighted portions of the written report, noting the 
approval of a new charter and work plan for 2017. Upon motion duly made and seconded, the following 
resolution was approved: 
 

RESOLVED, that the Board, hereby approves the revised Critical Infrastructure Protection 
Committee Strategic Plan, as presented to the Board at this meeting. 

 
Member Representatives Committee 
John Twitty, MRC Chair, summarized the issues that had been discussed at the MRC meeting on the 
previous day. He thanked the Board members, and also asked for volunteers from the MRC membership 
to serve on the 2017 Board Nominating Committee. 
 
Personnel Certification Governance Committee 
Brett Hallborg, Committee Chair, referenced the written report. 
 
Standards Committee 
Michelle D’Antuono, Committee Vice Chair, noted that the written report had been reviewed the prior 
day. Upon motion duly made and seconded the following resolution was approved: 
 

RESOLVED, that the Board, hereby approves the 2017-2019 Standards Committee Strategic Work 
Plan, as presented to the Board at this meeting. 

 
Reliability Issues Steering Committee 
Peter Brandien, Committee Chair, thanked the Board for designating new members for the RISC, and 
noted the upcoming Reliability Leadership Summit. 
 
Compliance and Certification Committee 
Patti Metro, Committee Chair, referenced the written report. Mr. Thilly thanked Ms. Metro for her work 
bringing the CCC forward as a significant aid to the Board. The CCC presented the analysis of the 
stakeholder perception to the Enterprise-wide Risk Committee, which will be posted. Upon motion duly 
made and seconded the following resolution, endorsed by the Enterprise-wide Risk Committee, was 
approved: 
 

RESOLVED, that the Board, hereby approves the 2017 Compliance and Certification Committee 
Work Plan, as presented to the Board at this meeting. 
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Electricity Subsector Coordinating Council 
Mr. Cauley reported that the ESCC recently met and that he and Mr. Hawkins attended. He noted the high 
level of CEO engagement, and the work to build relationships with the new administration to replicate the 
strong relationship with the outgoing administration. 
 
 
 
 
Forum and Group Reports 
 
North American Energy Standards Board (NAESB) 
Michael Desselle, NAESB Chair, referenced the written report, noting the approval of the time error 
correction standard. He also discussed work on power/gas coordination.   
 
North American Transmission Forum 
Tom Galloway, Forum CEO, referenced the written report and highlighted the excellent coordination with 
NERC. He discussed the Forum’s focus areas for 2017.  
 
North American Generator Forum 
Allen Shriver, Forum COO, referenced the written report and noted the strong collaboration with FERC 
and NERC, particularly on new technologies.    
 
Board Committee Reports 
 
Corporate Governance and Human Resources Committee 
Mr. Clarke, Committee Chair, summarized the Committee’s open and closed meetings that occurred prior 
to this meeting. He outlined 2017 focuses, including Request for Proposals for management and board 
compensation. Mr. Clarke noted the new corporate metrics, and the Committee’s focus on how they are 
working. He noted the stabilized attrition rate, and focus on retention and development of employees. 
Mr. Clarke discussed looking at whether to select a new consultant for future Board/MRC assessments, 
and reviewed the Committee’s self-assessment. He invited continued input on the assessments and areas 
discussed during the MRC meeting.   
 
Mr. Clarke presented the proposed Board Committee slate. Upon motion duly made and seconded, the 
following resolution was approved:    
 

RESOLVED, that the Board, upon recommendation of the Corporate Governance and Human 
Resources Committee, hereby approves the 2017 Board Committee Assignments, as presented to 
the Board at this meeting. 
 
ESCC Observer – George Hawkins 

Corporate Governance and Human 
Resources 

Compliance 
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Mr. 
Clarke 

presented the Committee’s recommendation on a contribution to the Employee Savings and Investment 
Plan. Upon motion duly made and seconded, the following resolution was approved: 

 
RESOLVED, that the Board, upon recommendation of the Corporate Governance and Human 
Resources Committee, hereby approves a contribution into NERC’s Savings and Investment plan 
(the “Plan”) for the year ending on December 31, 2016, for the accounts of each eligible employee 
participating in the Plan, equal to 8% of such employee participant’s 2016 base salary, as 
presented to the Board at this meeting. 

 
Compliance Committee 
Ms. Case, Committee Chair, summarized the recent sessions of the Committee, noting that the 
Committee is working on developing a framework to enhance ERO Enterprise consistency. She discussed 
the Committee’s enhanced focus on more significant risks to reliability. The Committee will be closely 
reviewing larger violations, and focusing on insuring more timely and sustainable mitigation. Ms. Case also 
referenced a generally increasing range on penalties relating to significant risks.  
 
Finance and Audit Committee 
Ms. Schori, Committee Chair, reported on the Committee’s recent meetings. She discussed the upcoming 
work on developing 2018 budgets. Ms. Schori also discussed providing Regional Entities with options to 
reduce assessments if reserves are higher than budgeted. She stated that the Committee will be focused 
on 2017 budget oversight including movement of expenditures from operating to capital, looking at its 

Bob Clarke, Chair  
Fred Gorbet 

Janice Case, Chair 
Fred Gorbet 

Deborah Parker 
Ken Peterson 

Dave Goulding 
Jan Schori 

Roy Thilly,  ex officio Roy Thilly, ex officio 
  
Enterprise-wide Risk Finance and Audit 
Dave Goulding, Chair Jan Schori, Chair 
Bob Clarke Janice Case 
Ken DeFontes Deborah Parker 
Jan Schori Ken Peterson 
Roy Thilly, ex officio Roy Thilly, ex officio 
  
Nominating Standards Oversight and 

Technology 
Fred Gorbet, Chair Ken Peterson, Chair 
Janice Case Ken DeFontes 
Bob Clarke Dave Goulding 
Ken DeFontes George Hawkins 
Dave Goulding Roy Thilly, ex officio 
Deborah Parker  
Roy Thilly  
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Mandate around key fiduciary activities, and considering a potential update of investment policy. Upon 
motion duly made and seconded, the following resolution was approved:  
 

RESOLVED, that the Board, upon recommendation of the Finance and Audit Committee, hereby 
accepts the 2016 NERC, Combined ERO Enterprise, and Regional Entity Unaudited Results, as 
presented to the Board at this meeting. 

 
 
Enterprise-wide Risk Committee 
Mr. Goulding, Committee Chair, summarized the recent meeting of the Committee, including the review 
of the generally positive self-assessment results, CCC activities including work on ERO Effectiveness 
surveys, the 2016 work plan status, and approval of the 2017 audit plan.    
 
Standards Oversight and Technology Committee 
Mr. Peterson, Committee Chair, noted the Committee’s IT oversight focus, and the decision to disband 
the information Committee IT oversight team in light of the strong company controls around IT projects.  
He noted the presentations at the Committee’s meeting. Looking forward, the Committee will continue to 
focus on IT oversight. Mr. Peterson also discussed examining the results of enhanced periodic reviews and 
consideration of cost effectiveness.  
 
Closing Remarks 
Mr. Barber provided closing remarks, and expressed the importance of enhancing the pipeline for new 
engineers for the industry. He also thanked Ms. Buzzard for all of her support.  
 
Adjournment 
There being no further business, and upon motion duly made and seconded, the meeting was adjourned.  
 
Submitted by, 

 
Charles A. Berardesco 
Corporate Secretary 
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Board of Trustees Meeting 
May 11, 2017 

 
Compliance and Certification Committee Membership 

 
Action 
Approve 
 
Background 
The Compliance and Certification Committee (CCC) is recommending that the Board of Trustees 
(Board) approve the appointments of the following CCC representatives, each for a three-year 
term effective upon the date of Board approval. 
 
The CCC respectfully requests the Board approve the following new membership appointments: 

• Jennifer Flandermeyer of Kansas City Power and Light, representing Regional Entity 
Sector – SPP RE 

• Sylvain Clermont of Hydro-Quebec, representing Federal/Provincial Utility/Power 
Authority 

• Sylvia Parada Mitchell of Florida Power and Light Co, representing Merchant Electricity 
Generator 

• Kevin Conway of Intellibind, representing Small End-Use Electricity Customer 



Agenda Item 7a 
Board of Trustees Meeting 
May 11, 2017 

 
WECC Reliability Standards Development Procedures 

 
Action 
Approve the following standards document and authorize staff to file with applicable regulatory 
authorities: 

• Western Electricity Coordinating Council (WECC) Reliability Standards Development 
Procedures 
[WECC Reliability Standards Development Procedures – Clean] 
 
[WECC Reliability Standards Development Procedures – Redline] 

 
Background 
The WECC Reliability Standards Development Procedures are being revised to reflect a change 
in the NERC Compliance Registry, which leaves certain sectors unrepresented under the current 
WECC Reliability Standards Development Procedures. The revisions align the WECC voting 
sectors with the NERC voting segments by incorporating applicable portions of the NERC Rules 
of Procedure by reference.1 In addition, revisions include streamlined processes, clarified 
treatment of Standard Authorization Requests (SARs), a new section on field tests, and other 
clarifications.  
 
A summary of the changes to the WECC Reliability Standards Development Procedures, by 
section, is provided below: 

• Throughout the document: Notice of drafting team meetings and Standards Briefings, 
and the default window for balloting have been shortened from 15 days to 14 days. 

• Definitions: Definitions in the following documents have been incorporated by 
reference: (i) NERC Glossary of Terms Used in Reliability Standards; (ii) WECC Bylaws; 
and (iii) NERC Rules of Procedure. The following definitions have been substantially 
altered or deleted: (i) Ballot Body; (ii) Day; (iii) Electricity Line of Business; (iv) Other 
Projects (in favor of Regional Criteria); (v) Non-Substantive Changes; (vi) Participating 
Stakeholders; (vii) Regional Reliability Standard; and (viii) Substantive Changes. 

• WECC Standards Voting Segments: The existing WECC Standards Voting Sectors have 
been replaced in favor of the NERC Standards Voting Segments. 

• Step 2 – Complete SAR and Present to the WECC Standards Committee (SC): A specific 
requirement was added that all new SARs be vetted during a WECC SC meeting. The 
time window for the WECC SC to approve a SAR after receipt was extended from 60 to 
90 days. 

• Step 3 – Convene a Drafting Team: The authority of the WECC SC to address the scope 
of a SAR at any point during development has been clarified. The time window for the 
WECC SC to approve a drafting team after a starting date for the project has been 
established was extended from 60 to 120 days. 

                                                      
1 NERC Rules of Procedures, Appendix 3D – Development of the Registered Ballot Body. 

http://www.nerc.com/pa/Stand/RegionalReliabilityStandardsUnder%20Development/WECC_Standards%20Development%20Procedures%20-%20Clean_March2017.pdf
http://www.nerc.com/pa/Stand/RegionalReliabilityStandardsUnder%20Development/WECC_Standards%20Development%20Procedures%20-%20Redline_March2017.pdf


• Step 4 – Begin Drafting Phase and Submit Draft to WECC SC: WECC, its committees, and 
subgroups have been explicitly excluded from the Applicability section of both Regional 
Reliability Standards and WECC Criteria to avoid conflicts of interest.  

• Step 5 – Post for Comment: The initial 45-day posting period has been streamlined to 
30 days. Clarification was added that Interpretations do not require an Implementation 
Plan. The closing hour of posting was extended from 5:00 p.m. to 6:00 p.m. Mountain. 

• Step 6 – Respond to Comments, Treatment of Non-Substantive Changes: A streamlined 
approval process for non-substantive changes has been added for WECC Criteria and 
the NERC process adopted for a Regional Reliability Standard. 

• Step 9 – Form the Ballot Pool and Ballot the Standard: A stipulation was added 
requiring that application to join the Ballot Body must precede a Ballot Pool by no less 
than five days. Clarification was added that once the Ballot Pool approves a project, the 
WECC Standards Committee is obligated to forward the project to the WECC Board of 
Directors; however, the WECC SC is not obligated to recommend approval of the 
project. Additional Standards Briefings are explicitly allowed. The Director of Standard’s 
discretion has been broadened regarding late entrance into a Ballot Pool.   

• Step 10 – Initiate the Appeals Process – If Needed: The entire appeals process has been 
redrafted. 

• Step 13 – Retire a WECC Regional Criterion: A 14-day notice period has been added as a 
precursor to retirement of a WECC Regional Criterion when based on a finding of 
redundancy.  

• Step 14 – Submit a Request for Interpretation: The Interpretation section has been 
redrafted to effectively mirror that of the NERC interpretation process. 

• Field Tests: A new section for Field Tests has been added. 
 

As required by Section 311 of the NERC Rules of Procedure, NERC staff reviewed the WECC 
Reliability Standards Development Procedures and concluded the document met all of the 
evaluation criteria. The revised WECC Reliability Standards Development Procedures were 
approved by unanimous vote by the WECC SC on December 6, 2016 and were subsequently 
approved by the WECC Board of Directors on March 8, 2017. The WECC Reliability Standards 
Development Procedures were posted on the NERC website for industry stakeholder comment 
from March 17, 2017 through May 1, 2017. Any comments received during the posting period 
will be reviewed at the May 11, 2017 NERC Board of Trustees meeting. 



 
 

Agenda Item 8a 
Board of Trustees Meeting 
May 11, 2017 

 
Rules of Procedure Amendments – Personnel Certification and Training and 

Education 
(Proposed Revisions to Rules of Procedure Sections 600 and 900)   

 
Action 
Approve proposed revisions to Sections 600 (Personnel Certification) and 900 (Training and 
Education) to the NERC Rules of Procedure (ROP) and direct staff to file the revised ROP with 
the applicable Governmental Authorities for approval.   
 

Attachment 1 Redline Changes to Sections 600 and 900 
 

Attachment 2 Consideration of Comments   
 

Background   
NERC is undertaking a comprehensive review of the ROP after 10 years of experience as the 
ERO, with the goal of modernizing and aligning the language of the ROP with current practices.  
Pursuant to this review, NERC proposes revisions to Sections 600 and 900 to the ROP to achieve 
two objectives. First, NERC seeks to better clarify the responsibilities and scope of the 
Personnel Certification Program, the Training and Education Program and the Continuing 
Education Program. Second, the changes seek to streamline the ROP by eliminating detailed 
programmatic requirements duplicated in existing program manuals. 
 
Summary of Proposed Revisions to Section 600  

• In proposed Section 601 (Scope of Personnel Certification Program), NERC outlines the 
purpose of the Personnel Certification Program, which is to ensure that qualified 
personnel, including system operators, are qualified to operate the bulk power system.    

• In proposed Section 602 (Structure of ERO Personnel Certification Program), NERC 
deletes the Personnel Certification Governance Committee (PCGC) governance 
requirements because they are addressed in the PCGC charter. NERC specifies that the 
PCGC must develop and update, as necessary, a Personnel Certification Program manual 
which identifies the requirements for the program.  

• NERC proposes to delete Section 603 (Examination and Maintenance of NERC System 
Operator Certification Credentials) because it contains procedural requirements for 
obtaining the system operator certification, which are duplicated in the Personnel 
Certification Program manual. Section 603 shall remain blank. 

• In proposed Section 604 (Dispute Resolution Process), NERC deletes the requirements of 
the dispute resolution process and instead cross-references the same requirements, 
which are duplicated in the Personnel Certification Program manual.  

• In proposed Section 605 (Disciplinary Action), NERC removes the disciplinary action 
requirements and instead cross-references the Personnel Certification Program manual 
where they are duplicated. 

http://www.nerc.com/FilingsOrders/us/RuleOfProcedureDL/Attachment_1_ROP_Revisions_Apr2017.pdf
http://www.nerc.com/FilingsOrders/us/RuleOfProcedureDL/Attachment_2_ROP_Revisions_Apr2017.pdf


 
 

• In proposed Section 606 (Candidate Testing), NERC clarifies the PCGC’s role and 
responsibilities with respect to developing policies and procedures to protect the 
integrity of the certification exam. 

• In proposed Section 607 (Public Information about the Personnel Certification Program), 
NERC aligns language with current practices related to publishing information about the 
Personnel Certification Program.   

• In proposed Section 608 (Responsibilities to Applicants for Certification or Re-
Certification), NERC clarifies its obligations to applicants. NERC also removes the 
requirement to include a statement of non-discrimination in announcement of the 
program. The PCGC issues the Certification Credential to any applicant who passes the 
examination and who has no conviction of any felony or misdemeanor directly related 
to his/her duties as a system operator. In its administration of the certification exam, 
the PCGC does not capture any protected class information. The only fields captured in 
the application relate to the geographic location and nature of the applicant’s current 
job.   

• In proposed Section 609 (Responsibilities to Employers of Certified Personnel), NERC 
clarifies the PCGC’s obligations to inform the public about the Credential awarded 
pursuant to the Personnel Certification Program. 

 
Summary of Proposed Revisions to Section 900  

• In proposed Section 901, (Scope of the Training and Education Program), NERC 
streamlines and updates the purpose of the Training and Education Program which is to 
oversee the coordination and delivery of training materials for both ERO Enterprise staff 
and industry participants. The purpose of the program is not to directly train industry 
stakeholders. 

• In proposed Section 902, (Continuing Education Program), NERC describes the 
governance structure of the Continuing Education Program and specifies that the 
program should develop and update a manual outlining program requirements. 

 
Public Comment Periods  
NERC publicly posted two sets of revisions to Sections 600 and 900 on May 16, 2016 and 
November 9, 2016 for the required 45-day comment period. NERC received four sets of 
comments from industry stakeholders in response to the first posting and 11 sets of comments 
from industry stakeholders in response to the second posting.  
 
The commenters raised the following topics: 

• Whether stakeholder review of changes to the PCGC manual are required prior to NERC 
Board of Trustees approval;  

• Whether the PCGC should commit in the ROP to reviewing the Personnel Certification 
Program manual at a specified frequency; 

• Whether changes to the Personnel Certification Program manual should be publicly 
noticed with opportunity to comment; 



 
 

• Whether the specific requirements for implementing the Personnel Certification 
Program and the Continuing Education Program should reside in their respective 
manuals instead of the ROP; 

• Whether a non-discrimination policy is necessary for the Personnel Certification 
Program;  

• Clarification of the governance structure of the Continuing Education Program;  

• Clarification of the relationship between Reliability Standard PER-003-1 (Operating 
Personnel Credentials) and the Continuing Education Program; and 

• Consistent use of terminology across the sections. 
 
Each of the comments received and topics above are described and addressed in Attachment 2. 
The actual comments are also posted on the ROP page of the NERC website.   
 
The proposed sections address stakeholder input to changes to the PCGC manual through 
participation in publicly held PCGC meetings. There is no requirement under either the Federal 
Power Act or under the ROP for separate public notice and opportunity to comment on changes 
to the PCGC manual. The PCGC retains flexibility to revise its manual as often as necessary 
without committing to a specific frequency. The ROP outlines the required elements for 
conducting the Personnel Certification Program and the Continuing Education Program.  
Programmatic details regarding these programs will reside in their respective manuals. The 
proposed revisions exclude a non-discrimination policy for the Personnel Certification Program 
given the nature of testing. 
    
This agenda item and accompanying materials were posted on the NERC website on April 26, 
2017, at least 15 days prior to consideration of these revisions by the Board of Trustees, as 
contemplated in NERC’s process for proposed ROP revisions.    
 

 
 

http://www.nerc.com/FilingsOrders/us/RuleOfProcedureDL/Attachment_2_ROP_Revisions_Apr2017.pdf
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2017 Summer Reliability Assessment 

 
 
Action 
Update 
 
Background 
The objectives for NERC’s 2017 Summer Reliability Assessment (SRA) are to identify, assess, and 
report areas of concern regarding the reliability of the North American bulk power system (BPS) 
for the upcoming summer season. The assessment identifies potential summer resource 
deficiencies and potential operating reliability concerns. The assessment also, identifies peak 
electricity demand and supply changes as well as highlights any unique regional challenges. The 
assessment represents a coordinated reliability evaluation between the Reliability Assessment 
Subcommittee (RAS), the Regions, and NERC staff. The final report reflects NERC’s independent 
assessment aimed at informing industry leaders, planners and operators, as well as regulatory 
bodies so they can better anticipate and take necessary actions to ensure BPS reliability. The 
report also provides an opportunity for the industry to discuss their plans to ensure reliability 
for the upcoming summer period.  
 
Pursuant to delegated authority from the Board of Trustees, NERC management expects to 
issue the 2017 Summer Reliability Assessment on or about May 25, 2017.  
 
2017 Summer Reliability Assessment Schedule 

Dates Description 
May 1 Final draft sent to NERC Planning and Operating Committees 
May 15 Planning Committee webinar to review and approve 
May 22-25 Final report sent to NERC Board of Trustees and MRC 
May 25 Report release 

 



Agenda Item 8c 
Board of Trustees Meeting 
May 11, 2017 

2017 State of Reliability Report 

Action 
Update 

Background 
The NERC 2017 State of Reliability Report continues to build upon the analysis and findings 
presented in the 2016 State of Reliability Report. This report focuses on analyses of specific 
aspects of the performance of the bulk power system (BPS) reliability, based on the integration 
of a wide variety of information and data sources. 

The State of Reliability Report is prepared annually to objectively review and assess the state of 
reliability of the BPS based on the analysis of data and metric trends. The report also provides 
an integrated view of reliability performance, and identifies potential reliability issues. The key 
findings and recommendations of the report serve as the technical foundation for NERC’s range 
of risk-informed efforts addressing reliability performance, and serve as key inputs to the 
annual ERO Reliability Risk Priorities prepared by the Reliability Issues Steering Committee 
(RISC). The metrics measured in the report address the characteristics of an adequate level of 
reliability (ALR) and trends indicate the BPS has been performing consistently well.  

An overview of the report and key findings will be presented at the May Board of Trustees 
meeting with consideration and acceptance of the final report to occur at a future Board of 
Trustees meeting. 

http://www.nerc.com/pa/RAPA/PA/Performance%20Analysis%20DL/2016_SOR_Report_Final_v1.pdf
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Board of Trustees Meeting 
May 11, 2017 

 
Mexico Update and Next Steps 2017/2018 

 
 
Action 
Update  
 
Background 
In 2013 and 2014, Mexico enacted comprehensive energy reforms that included expanding the 
authority of the Mexican Energy Regulatory Commission (CRE) over reliability of the Mexican 
electricity system. Following these reforms, NERC worked with CRE and the Mexican market 
and system operator, the National Energy Control Center (CENACE), to facilitate Mexico’s 
recognition of and participation in the international Electric Reliability Organization (ERO). 
 
On March 8, 2017, NERC, CRE, and CENACE signed a Memorandum of Understanding 
recognizing NERC as the international ERO. The three parties agree to collaborate on areas of 
mutual interest, including adoption of Reliability Standards, cyber and physical security, and 
assessment of reliability performance and risks. A steering group, comprised of a senior leader 
from each of the three parties, will set priorities and approve a funding framework for these 
activities. 
 
Summary 
NERC management will update the Board of Trustees on next steps for integrating Mexico into 
the international ERO. 

http://www.nerc.com/AboutNERC/keyplayers/Documents/MOU%20Clean%20NERC_CRE_CENACE_EN%20FINAL.pdf
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Board of Trustees Meeting 
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E-ISAC Quarterly Update 

 
Action 
Information 
 
Background 
The Electricity Information Sharing and Analysis Center’s (E-ISAC) mission is to reduce cyber and 
physical security risk to the Electricity Subsector across North America by providing unique 
insights, leadership, and coordination. The E-ISAC gathers security information, coordinates 
incident management, and communicates mitigation strategies with stakeholders within the 
Electricity Subsector, across interdependent sectors, and with government and private 
partners. This quarterly report covers activity during the months of January through March 
2017. 
 
Summary 
During the first quarter of 2017, the E-ISAC continued to increase the amount of data collection, 
analysis, and reporting for cyber and physical events affecting the Electricity Subsector. Activity 
that the E-ISAC reported from January to March included: 

• 147 E-ISAC staff posts to the portal (-45% from Q4) 

• 69 member posts to the portal (+21% from Q4) 

 31 unique organizations shared (+19%) 

 11 of those 31 organizations had never shared before (+57%) 

• 312 new portal accounts (+13% from Q4) 
 
The decrease in E-ISAC staff posts to the portal is due to two factors. First, we reported the 
portal posts in Q4 incorrectly, including over 60 test posts that were verifying new portal 
functionality; these tests should not have been in the Q4 statistics. The second factor was a true 
drop in staff posts (about 25% fewer than the average) largely due to the increase in postings 
from the members. We are encouraging our members to post directly to the portal – not send 
the information to the E-ISAC with a request for staff to post on behalf of the member. 
 
The E-ISAC publishes a weekly summary to the Electricity industry every Monday morning and a 
monthly summary report in conjunction with its monthly webinar the first Tuesday of each 
month. The webinars averaged 250 participants in 2016. In the first quarter of 2017, we 
averaged over 350 participants, a significant improvement. The E-ISAC also publishes a daily 
report, as well as a quarterly CRISP report. The number of CRISP cases continues to grow. A 
case is created when an analyst finds a match between a known malicious signature and a 
similar pattern in CRISP data. In 2016, there were a total of 1,553 cases opened – an average of 
about 390 per quarter, and in the first quarter of 2017, there were 532 cases opened. 
 
At the end of December 2016, the FBI and DHS released a joint report on Russian hacking in the 
United States (US) during the presidential election that included hundreds of technical 
“indicators” that might show similar activity in private networks and critical infrastructure 



networks. The US government asked all infrastructure owners to check for these indicators and 
report any findings. The E-ISAC published a Request for Information document containing the 
indicators and received information from a handful of utilities that there was a match for one or 
more of the indicators in their logs. One entity in Vermont also reported its findings to the 
federal government, and within a few hours, that report was passed to a major US newspaper. 
Unfortunately, the paper reported that the entity was attacked by Russia and implied that 
Russia was actively trying to penetrate the grid with a cyber attack. The E-ISAC worked closely 
with the utility and with the government to clarify the story and to help officials understand 
that the grid was not under attack. The utility was very cooperative in the investigation and also 
participated in our January monthly industry call several days later to explain the situation and 
take questions.   

In February, the E-ISAC continued the planning process for GridEx IV with a full day Midterm 
Planning Meeting (MPM). The MPM confirmed the schedule for GridEx IV, refined the 
objectives, and provided over 400 planners that attended an opportunity to provide input into 
the scenario development and to build messaging themes for their organizations to get the 
most out of the exercise. A half-day planning and coordination meeting for GridEx IV was held 
in conjunction with the CIPC meeting in March. A final planning meeting is scheduled for early 
June, and multiple training sessions are scheduled later in the year. GridEx IV will take place 
November 15-16, 2017. 

In March, the E-ISAC was invited to conduct a Cyber Risk Preparedness Assessment (CRPA) 
workshop at the SANS Industrial Control Systems (ICS) Summit. The workshop was designed to 
“train the trainer” for conducting on-site risk assessments and was well attended. E-ISAC staff 
members also manned the first ever E-ISAC booth on a trade show floor, handing out brochures 
and recruiting new members. Also in March, the E-ISAC launched a partnership with the 
Downstream Natural Gas (DNG) ISAC, allowing a DNG-ISAC analyst to sit side-by-side with E-
ISAC analysts. Because of the growing dependency of the Electricity industry on natural gas, this 
partnership will greatly enhance both sectors’ knowledge of current and emerging threats to 
their respective infrastructures. 

From January through March the E-ISAC, working closely with the Electricity Subsector 
Coordinating Council (ESCC) and NERC leadership, assembled a long-term strategic plan. This 
plan builds on the ESCC’s 2015 recommendations and discusses improvements needed in 2017 
to address current threats, a look at the mid-term range of 2018-2022 to address emerging 
threats, and what the E-ISAC might look like beyond 2023 if the forecasted issues continue to 
develop. The plan recognizes the need for sound fiscal planning, recognizes the growing 
threats to the grid from human and cyber actors, and highlights the need for a more robust 
security information sharing and analysis capability within NERC. Resource requirements 
generated from the strategic plan will become input for NERC’s 2018 Business Plan and 
Budget. 
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E-ISAC Long-term Strategic Plan 

 
 
Action 
Acceptance of the E-ISAC Long-term Strategic Plan. 
 
Summary 
From January through April, the E-ISAC, working closely with the Electricity Subsector 
Coordinating Council’s (ESCC) Member Executive Committee (MEC) and NERC leadership, 
assembled a long-term strategic plan. This plan builds on the ESCC’s 2015 recommendations 
and discusses improvements needed in 2017 to address current threats, a look at the mid-term 
range of 2018-2022 to address emerging threats, and what the E-ISAC might look like beyond 
2023 if the forecasted issues continue to develop.  
 
There is a strong desire across the electricity industry to transform the E-ISAC into an 
indispensable resource for security information sharing and analysis and to be the centerpiece 
for building a highly engaged community of security professionals. To carry forth this vision, the 
E-ISAC must undergo continuous improvement and evolution that reflects the changing threat 
landscape, changing technologies and business processes inside the industry, and changing 
customer expectations for a highly reliable and secure electricity infrastructure that is 
increasingly more integrated with insecure infrastructures, such as the public Internet. We must 
also bring the E-ISAC to a maturity level where industry completely trusts it to gather, hold, 
analyze, and distribute highly sensitive security information. 
 
The long-term strategic plan recognizes the need for sound fiscal planning, recognizes the 
growing threats to the grid from human and cyber actors, and highlights the need for a more 
robust security information sharing and analysis capability within NERC.  
 
Bringing the E-ISAC to these new performance levels will require additional resources for 
personnel, technology, and facilities above what has been budgeted in previous years. Resource 
requirements generated from the plan will become input to NERC’s 2018 Business Plan and 
Budget after completion of the current ongoing review process with the MEC. The MEC was 
designated by the ESCC to provide input and guidance to NERC management and the NERC 
Board of Trustees regarding E-ISAC strategy and resources. 
 
The MEC voted to approve the E-ISAC Long-term Strategic Plan on April 24, 2017 and plans to 
provide a letter of support to NERC as input to the 2018 Business Plan and Budget process. 
 
Attachment 
April 24, 2017, E-ISAC Long-term Strategic Plan. 



E-ISAC Long-Term Strategic Plan 
April 24, 2017 

Executive Summary 
The Electricity Information Sharing and Analysis Center (E-ISAC), operated by the North American Electric 
Reliability Corporation (NERC), executed a significant improvement initiative over the past two years based 
on findings and recommendations developed by the Electricity Subsector Coordinating Council (ESCC) in 
2015. Looking forward, the electricity industry would like the E-ISAC to become an indispensable resource 
for security information sharing and analysis, and to be the centerpiece for building a highly engaged 
community of security professionals. 

To carry forth this vision, the E-ISAC must undergo continuous improvement and evolution that reflects the 
changing threat landscape, changing technologies and business processes inside the industry, and changing 
customer expectations for a highly reliable and security electricity infrastructure that is increasingly more 
integrated with insecure infrastructures such as the public Internet. This will require additional resources 
for people, technology, and facilities above what has been budgeted in previous years. 

This strategic plan builds on the ESCC’s earlier recommendations and discusses improvements needed in 
2017 to address current threats, a look at the mid-term range of 2018-2022 to address emerging threats, 
and what the E-ISAC might look like beyond 2023 if the forecasted issues continue to develop. 

The plan was developed with guidance from the ESCC and from NERC leadership. It recognizes the need for 
sound fiscal planning, recognizes the growing threats to the grid from human and cyber actors, and 
highlights the need for a more robust security information sharing and analysis capability within NERC. 

At a recent planning session with C-level executives, one utility CEO said he wanted to “transform the E-
ISAC into an intelligence collecting and analytical capability that industry literally cannot do without,” which 
resonated strongly among the other executives. To achieve this goal we must get the E-ISAC to a maturity 
level where industry completely trusts it to gather, hold, analyze, and distribute highly sensitive security 
information.  

Specific financial projections, technology requirements, staffing, and facility improvements are being 
developed and will be incorporated in the NERC strategic plan and the NERC business plan and budget. 

Agenda Item 8e.i
Attachment 1 
Board of Trustees Meeting 
May 11, 2017 
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Background 
The Electricity Information Sharing and Analysis Center (E-ISAC) is operated by the North American Electric 
Reliability Corporation (NERC).1 It was established by NERC at the request of the U.S. Department of Energy 
in 1999 to serve as a focal point for voluntary information sharing within the electricity subsector. By 2006, 
the ISAC was widely used in the subsector for collecting, analyzing, and distributing voluntarily-shared 
security information and was a key component of NERC’s overall electric reliability mission. NERC’s Board 
of Trustees oversees the budget and activities of the E-ISAC in the same manner as other NERC divisions. 
 
NERC assumed the role of the Electric Reliability Organization (ERO) in 2006 and began a multi-year effort 
to develop enforceable reliability and security standards for the electricity subsector. As the standards were 
completed and compliance monitoring began, the ISAC remained the place where security incidents were 
reported, but the voluntary nature of reporting from electricity entities shifted towards mandatory 
reporting from entities required to be compliant with NERC’s Critical Infrastructure Protection (CIP) 
standards. By 2014, voluntary sharing with the E-ISAC had greatly diminished in favor of mandatory 
reporting, but the desire for voluntary sharing within the subsector remained strong. The following year a 
perceived problem of internal NERC cross-sharing of security information was addressed when NERC 
implemented the employee code of conduct that bars voluntarily shared security information from being 
forwarded to NERC’s compliance and enforcement teams. Also in 2015 the E-ISAC finished a separation 
project that includes physical and electronic barriers to protect the information voluntarily shared by 
industry members. 
 
In late 2014, the Electricity Subsector Coordinating Council (ESCC) initiated a strategic review of the E-ISAC. 
In June 2015, the ESCC published its key findings and recommendations, which fell into four major areas of 
improvement for the E-ISAC: 

1. Strengthen the governance structure and processes to increase effectiveness and responsiveness 

2. Improve the quality and value of the products by identifying member needs and expectations 

3. Advance the analysis capabilities by continuing to upgrade operational and staff capabilities 

4. Advance the information collection capabilities through enhanced member engagement, better 
tools or sensors, and an improved portal 

 
A C-level advisory team from the ESCC (the Member Executive Committee, or MEC) was established in 2015 
to help enable the implementation of the ESCC’s recommendations, which included a new vision for the E-
ISAC to become the electricity industry’s leading, trusted source for analysis and sharing of security 
information. As of April 2017, much progress has been made toward realizing this vision and now we look 
forward to the next five years and beyond while asking the question, “how do we transform the E-ISAC into 
an intelligence collecting and analytical capability industry cannot do without?” To begin this process, the 
following section looks back at known threats and ahead at the anticipated evolving nature of future threats 
targeting the electricity industry. 

                                                      
1 Initially called the Electricity Sector Information Sharing and Analysis Center (ES-ISAC), the name was changed in September 2015 to the 
Electricity Information Sharing and Analysis Center (E-ISAC) as part of a rebranding and role-clarification initiative. 
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The Changing Threat Landscape 
A study conducted for the ESCC by the Chertoff Group in 20142 found that a range of threats target the 
electric power grid. These threats can be approximately related to each other by using a likelihood versus 
consequence plotting. We feel that the E-ISAC’s “sweet spot” is roughly along the 45-degree line as depicted 
in the graphic below. 
 
 

 
 
 
Industry by itself cannot protect the grid from all hazards, and likewise neither can the government. A strong 
partnership between industry and government for security is required, and in fact has been in place for 
many years. At the center of this partnership is the ESCC, which serves as a bridge between the public and 

                                                      
2 “Addressing Dynamic Threats to the Electric Power Grid Through Resilience”  https://www.chertoffgroup.com/files/docs/Addressing-
Dynamic-Threats.compressed.pdf  

https://www.chertoffgroup.com/files/docs/Addressing-Dynamic-Threats.compressed.pdf
https://www.chertoffgroup.com/files/docs/Addressing-Dynamic-Threats.compressed.pdf
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private sectors for strategic security policy coordination and to develop unity of messaging during a crisis. 
In addition, timely and actionable information sharing, collaboration, and analysis are the cornerstones of 
good security practices within the electricity industry. The E-ISAC’s role is to facilitate voluntary sharing and 
collaboration, and to provide unique insights into emerging security issues that are affecting the sector. 
In January 2017 the E-ISAC and the MEC met in person to discuss the future of the E-ISAC relative to 
changing threats, changing industry dynamics, and a changing environment. While physical threats resulting 
in theft, vandalism, disruption, or destruction will always be present, the group recognized that cyber 
threats and other types of threats are evolving and will require adaptive change throughout industry and 
especially with respect to the E-ISAC. The group agreed that future threats industry needed to monitor and 
mitigate included: 

• Near-term (0-2 years) 

 Nation state threats, advanced persistent threats, the Internet of Things (IoT), Distributed 
Denial of Service (DDoS) attacks, and ransomware 

 Data breaches and intellectual property theft 

 Insiders, physical damage, coordinated attacks, and third-party risks 

• Mid-term (3-5 years) 

 Increased reliance on gas generation 

 Distribution system vulnerabilities via networked control systems 

 Growth of demand response technologies with low security 

 Distributed energy resources 

 Reliability of communications networks 

• Long-term (5-10 years) 

 Higher replacement rate of components and systems 

 Increased cost of operations due to higher security costs 

 Ability to run manually might be lost 

 Computers attacking computers 
 
The remainder of this plan discusses improvements needed in 2017 to address current threats, a look at 
the mid-term range of 2018-2022 to address emerging threats, and what the E-ISAC might look like 
beyond 2023 if the forecasted issues continue to develop. 
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The Need for a Strategic Plan 
Given that quite a bit of work was accomplished over the past two years to improve the E-ISAC, it is 
reasonable to ask why a long-term strategic plan is needed. Looking externally, there are three primary 
drivers: 

1. Security threats continue to evolve and become more dangerous 

a. Ukraine, IoT, and ransomware attacks are indicators 

b. Geopolitical tensions and changing societal trends make North America a target 

2. Customer expectations for highly reliable energy continue to increase 

a. Electricity entities need to be more agile and responsive to real-time risks 

b. Rapid technology changes also increase the risk landscape 

3. More robust understanding and measurement of grid resiliency and security 

a. Need new tools for collecting and analyzing grid security metrics data 
 
Since the publication of the ESCC’s strategic review in 2015, the E-ISAC has solidified vision, mission, values 
and goals statements as shown in the graphic below. The three “goals” columns represent parts of a rising 
spiral of membership engagements: bringing in more information improves the analytical process, which in 
turn drives more engagement, which then brings in more information, which improves analytics, and so 
forth.  
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This process takes the E-ISAC to new levels as it gets better at information collection, analysis, and 
dissemination and represents the core capabilities of the E-ISAC. The MEC and the E-ISAC developed a 
related strategy for the improvement of the E-ISAC’s products and services that builds upon the pillars 
shown in the graphic above, and is working on a technology roadmap in partnership with NERC’s 
Information Technology team that also follows this method. Both of these more tactical plans support the 
goals and objectives of the E-ISAC’s long-term strategic plan. 
 
Transforming the E-ISAC: 2017 and Beyond 
In the coming years, NERC should build on the foundation of the 2015 ESCC recommendations, and position 
the E-ISAC to provide more robust security information for better understanding of security weaknesses 
and strengths across the ERO. By addressing the three primary drivers outlined above, NERC can transform 
the E-ISAC into a world-class intelligence collecting and analytical capability for the electricity industry. To 
accomplish this, the E-ISAC must achieve a maturity level where industry completely trusts it to gather, 
hold, analyze, and distribute highly sensitive security information, with no fear that information voluntarily 
submitted to the E-ISAC would ever be used for a compliance enforcement action or investigation. 
 
As we strengthen the foundation built over the past two years, the E-ISAC should undertake a 
comprehensive multi-year transformation to build capabilities that include trusted, secure, multi-
directional networks and a movement from a hub/spoke model to a very active multi-level engagement. 
The E-ISAC strives to be the industry’s most credible source for actionable, big picture information. This 
roadmap is illustrated in the graphic below. 
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2015 and 2016 were foundation-building years, set in motion by the ESCC strategic review and the 
publication of the findings and recommendations. In 2015, NERC implemented an employee code of 
conduct, completed a physical and logical separation of the E-ISAC from other parts of NERC, hired strategic 
leadership and key industry experts, and rebuilt the organization with new internal functional groups. Also 
that year, the name was changed from the ES-ISAC to the E-ISAC and new logos, color schemes, and 
branding were launched. In 2016, the old web portal was upgraded with the intention of setting in motion 
a completely new platform capability that will launch later in 2017. Over the past two years, membership 
engagement and information sharing grew rapidly, new products and services were launched, and the third 
Grid Security Exercise (GridEx III) was successfully administered by the E-ISAC. The impact of these initial 
changes on the E-ISAC’s capability to respond to real-world incidents was validated by the Ukraine grid 
attacks in December 2015, denial of service attacks from Internet of Things (IoT) devices in October 2016, 
and the second Ukraine event along with the Grizzly Steppe incident at the end of December 2016. 
 
As was pointed out frequently in the past two years, the “IS” and the “A” in “ISAC” define the two primary 
strategic themes that must be in place for the organization to be successful. In 2017, the E-ISAC is deploying 
new information sharing and analysis tools such as the Cyber Automated Information Sharing System 
(CAISS) and an Event Visualization Tool (EVT) to increase the speed and ease of sharing cyber threat 
information. While the Cybersecurity Risk Information Sharing Program (CRISP) has enhanced visibility and 
understanding of cyber threats for the electricity industry, processing classified information takes time. As 
information comes in from CRISP sensors and goes to the Pacific Northwest National Laboratory, the E-ISAC 
will leverage a new unclassified data storage and analytics capability inside the E-ISAC so that more 
actionable information can be sent to industry on a timelier basis. Later this year we anticipate that alerts 
and technical information will flow securely between CAISS and CRISP in our efforts to expand our data 
collection beyond the current participant pool and to achieve a more comprehensive picture of industry 
threats than we have today.  
 
The major technical effort in 2017 is a planned replacement of the current web portal with a new “platform” 
that will enable automatic information sharing, the creation of private discussion groups, data visualization, 
and many other features that the E-ISAC’s members requested. To support the new tools and the needs of 
the sector, additional analysts will be hired in 2017. In addition, new partnerships are envisioned with 
organizations like the Computer Emergency Response Team Coordination Center (CERT/CC), and at the end 
of 2017, the E-ISAC will host the GridEx IV. In mid-April 2017, the internal structure of the E-ISAC was 
modified to align the staff to better serve the industry. There are now two major groups—one focused on 
operations and analysis and the other on programs and member engagement. Some minor facility 
improvements are also planned for 2017. 
 
Looking forward, the next five years (2018-2022) will focus on transforming the E-ISAC into a world-class 
intelligence collecting and analytical capability for the electricity industry. To achieve this goal, the E-ISAC 
should increase its capability to collect security intelligence; increase the number of specialized analysts; 
acquire additional data storage, management, and sharing technologies; and increase the E-ISAC’s access 
to classified networks and facilities. 
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New Intelligence Collection – To Support Better Unclassified Information Sharing 
Some new collection capabilities coming online in 2017 such as CAISS and the Department of 
Energy’s CYOTE project will bring additional intelligence, but the E-ISAC should also consider more 
active monitoring of public and private networks for new threats, perhaps collecting data from 
sensors in Operational Technology (OT) networks, and increasing the ability to monitor social media 
and other open sources. Some of that new collection could be done by others as a service that the 
E-ISAC would pay for. 

 
Access to Classified Networks and Facilities – To Improve Sharing of Highly Sensitive Information 
While the majority of the E-ISAC’s staff hold US government security clearances, the facility inside 
of NERC operates at the unclassified level. This requires E-ISAC staff to travel to government facilities 
in order to view and analyze classified data. On the industry side, very few entities have access to 
classified facilities and most do not have staff with appropriate clearances. To support the strategic 
goal of better information sharing, both the E-ISAC and industry members should have increased 
access to classified data and classified information sharing networks. Relationships with government 
partners need to be leveraged to make valuable classified data and analysis rapidly available to asset 
owners and operators. 
 
More Analysts – To Improve the E-ISAC’s Analytical Capabilities 
The E-ISAC should hire technical analysts with specializations in fields such as industrial control 
system security, end-point (host) security, network security, cloud security, and penetration testing. 
Over the next three to five years an estimated ten or more analysts should be hired at a rate of two 
or three per year so that the annual increase of NERC’s budget is minimized.  
 
Acquisition of New Technologies – To Improve Industry Engagement 
As more data is collected, the E-ISAC should acquire additional data storage, management, and 
sharing technologies. These technologies must be as secure as possible, given that the risk of a 
targeted data breach will increase as the E-ISAC improves its capability to give early warning to 
industry about threats and vulnerabilities discovered via data analysis. Specific technologies needed 
in the next five years include event visualization via the new platform, predictive analysis based on 
artificial intelligence, real-time threat feeds to members, a customized platform experience for each 
user, and federated information sharing. 

 
Beyond 2023 security challenges will continue to expand, requiring additional resources and perhaps a 
different relationship across the energy industry. Due to commonality of threats across all energy 
companies, rapid growth of vulnerable control systems, and a convergence of lines of business within the 
industry, we must consider whether or not the E-ISAC should remain focused only on electricity, or if it 
should expand to include all energy owners/operators (electricity, gas, oil, and natural gas).  
 
Other items to consider beyond 2023 include the size and location of the E-ISAC facility and potential 
partnerships with the research community. Due to limitations of the NERC budget, some of these new 
capabilities would need outside funding from the government or perhaps grants from large industry 
companies.  
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Other MEC Guidance  
Several questions were presented to the MEC membership about the long-term future of the E-ISAC. Most 
of the questions were answered in the discussion paragraphs above. The remaining questions not 
previously discussed and the MEC’s summarized responses are below. 
 

Should the E-ISAC move to 24/7 operations?  
Not immediately but the decision should be based on changing situations and activity levels. This 
response is driven by the reality of the cost for the additional staff, and by the reality that very little 
data is submitted to the E-ISAC for analysis outside of normal business hours. But, as the E-ISAC’s 
capabilities and data collection grow, there will likely be a point in the next 3-5 years when it might 
be necessary to move to round-the-clock operations. 
 
What is the E-ISAC’s relationship with other ISACs?  
There is concern that other ISACs (the Financial Services ISAC, or FS-ISAC, is a recent example) will 
attempt to recruit electric utilities to pay for special analytical services in order to cover expanding 
costs. The consensus view of the MEC is that the E-ISAC should not discourage members from taking 
advantage of services offered by other ISACs, and should try to learn about those new capabilities 
with an eye towards developing them organically within the E-ISAC when appropriate. Services 
offered by other ISACs should be viewed as additional intelligence sources. Additionally, the E-ISAC 
should develop stronger information sharing partnerships with other ISACs and increase the level of 
cross-sector engagement. 
 
Should the E-ISAC have an international relationship?  
The E-ISAC, as part of NERC, currently has members in Canada and Mexico. The MEC recommended 
that the E-ISAC consider establishing formal information sharing relationships with other countries 
such as Japan or the United Kingdom. Because no other countries are interconnected with the North 
American grid beyond the US, Canada, and Mexico, any future information sharing relationship with 
entities in other countries would be at a very high level and must preserve the privacy of North 
American entities that are voluntarily sharing with the E-ISAC. 
 
Should the E-ISAC accept funding from sources beyond NERC assessments?  
Government funding may be necessary to cover costs of the recommended expansions of technical 
capabilities, staff, and facilities. MEC members cautioned about any potential “attached strings” that 
come with government grants. Beyond 2018, some member companies have expressed interest in 
a model like CRISP where companies can pay for additional services, or perhaps moving to a tier-
based pricing model. 
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Conclusion and Next Steps 
The next several years present an opportunity to transform the E-ISAC into a world-class intelligence 
collecting and analytical capability for the electricity industry; and an opportunity to support NERC’s overall 
initiatives to better understand the current security posture of the North American grid. As threats, 
technologies, and business process change, the E-ISAC, in order to be as valuable as it can to the industry, 
must evolve to a maturity level where industry completely trusts it to gather, hold, analyze, and distribute 
highly sensitive security information. Specific financial projections, technology requirements, staffing, and 
facility improvements are being developed and will be incorporated in the NERC strategic plan and the NERC 
business plan and budget. 
 
Towards this transformation, for the near term (remainder of 2017 and all of 2018), the E-ISAC plans to: 

• Hire additional analysts 

• Increase the in-house data storage and analysis capabilities 

• Grow the CRISP and CAISS programs 

• Deliver a world-class information sharing platform well before GridEx IV 

• Grow membership engagement via the new platform 

• Increase engagement with other ISACs and information sharing partners 

• Increase engagement with Canada and Mexico 

• Provide higher quality grid security metrics data to support NERC’s data collection initiatives 
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Operating Committee’s (OC) Major Accomplishments for 2017 (year-to-date) 

1. Reliability Guidelines – The OC is developing, or has developed, reliability guidelines 
addressing: 

a. Situational Awareness for the System Operator - This reliability guideline provides a 
global recognition of the importance for the system operator to maintain situational 
awareness while operating the Bulk Electric System (BES). It is meant to assist 
Transmission Operators (TOP), Balancing Authorities (BA), Reliability Coordinators (RC), 
Generator Operators (GOP) and other operating entities to use as they deem 
appropriate with the primary goal of supporting BES reliability. The OC approved posting 
the draft Reliability Guideline: Situational Awareness for the System Operator for a 45-
day public comment period.  

b. A revision to the Reliability Guideline: Primary Frequency Control to include 
asynchronous generation. 

c. A revision to the Reliability Guideline: Generating Unit Winter Weather Readiness to 
update the document per the OC Charter requirement to review all such documents 
every three years. 

d. A revision to the Reliability Guideline: Operating Reserve Management to update the 
document per the OC Charter requirement to review all such documents every three 
years. 

e. A revision to the Reliability Guideline: ACE Diversity Interchange to update the 
document per the OC Charter requirement to review all such documents every three 
years. 

f. Guideline for Approving Regional and Reliability Coordinator Reliability Plans to prevent 
a potential gap in the review and approval of reliability plans. 

2. OC Charter and Strategic Plan – At its March 2017 meeting, the OC formed a task team to 
review and revise its Charter and 2016-2020 Strategic Plan. The OC leadership and NERC 
staff continue to monitor progress. 

3. OC and Subcommittee Work Plans – The OC Executive Committee and the leadership of its 
subcommittees met on January 12, 2017 to review and adjust the work plans for the next 
three years. At the March 2017 OC meeting, the OC reviewed these work plans as well as 
track progress on the work plan items.   

4. Essential Reliability Services Working Group (ERSWG) – The OC reviewed and accepted the 
revised ERSWG scope. 

 
 
 



OC’s Major Initiatives for 2017 

1. Essential Reliability Services Working Group (ERSWG) and the Distributed Energy Resources 
Task Force (DERTF) – The OC is providing leadership to the ERSWG scope, which focuses on 
the continued development and refinement of ERS Sufficiency Assessments.   

2. Resources Subcommittee (RS) – The RS will review and revise several reliability guidelines, 
reference documents and training guides under its purview. 

3. Personnel Subcommittee (PS) – The PS has started development of Continuing Education 
Program Manual, Version 4.5.   

4. Event Analysis Subcommittee (EAS) – The EAS collaborates with the North American 
Transmission Forum (NATF) and the North American Generator Forum (NAGF) regarding the 
development of lessons learned. The EAS will also review and revise the Reliability 
Guideline: Generating Unit Winter Weather Readiness. 

5. OC Strategic Plan – The OC is reviewing and revising its 2016-2020 Strategic Plan.  

6. Coordination with other groups – The OC has begun efforts to better coordinate its 
activities with other industry groups such as the NATF, NAGF and ISO/RTO Council (IRC). 

 
March 2017 Meeting Summary: 

The following is a summary of the OC’s March 2017 meeting, which highlights the latest 
activities of the OC and its associated subcommittees in support of the NERC or OC mission and 
corporate goals. The March 2017 OC Meeting Minutes are posted on the NERC website. 

1. Joint Planning and Operating Committee Meeting – A joint meeting of the Planning 
Committee (PC) and the OC was held from 10:00 a.m. to 12:00 p.m. on December 13, 2016. 
The agenda for the joint session allowed the committees to discuss agenda items of mutual 
interest to both committees which included:   

a. Methods for Establishing IROLs Task Force (MEITF) 

b. Inverter Disconnects 

c. NATF Update 

d. Special Assessment on Single Points of Disruption (SPOD) 

e. 2017 State of Reliability: Overview and Review Process 

f. OC/PC Reliability Guideline: Input and Prioritization 

2. Essential Reliability Services Working Group – The ERSWG presented a revised scope for OC 
approval. The revised scope focuses on the continued development and refinement of ERS 
Sufficiency Assessments (no longer to be called Sufficiency Guidelines). This includes: 

a. Ongoing analysis of current trends. Observations and results to be included in the 
annual State of Reliability (SOR) Report.    

b. Development of forward looking (predictive) analyses of selected ERS 
Measures.  Observations and results to be included in the NERC Long-Term Reliability 
Assessment (LTRA). 

c. Development of historical analyses of select ERS Measures. These will be illustrated in 
the SOR reports going forward. 

http://www.nerc.com/comm/OC/AgendasHighlightsMinutes/OC_Minutes_March_2017.pdf


3. Operating Reliability Subcommittee (ORS) – The ORS recommended disbanding the Data 
Exchange Working Group (DEWG) and Telecommunication Working Group (TWG) as their 
scope of work had been completed. The ORS also recommended retaining all 
documentation associated with these groups for one year to retain instructional knowledge. 
The OC approved the recommendations. Chair Eric Senkowicz reported that the ORS, at its 
February 2017 meeting, approved the Pseudo Tie Reference Document and the Dynamic 
Tag Exclusion Reference Document. The ORS requested and received OC approval to post 
the documents for a 45-day industry comment period. 

4. Events Analysis Subcommittee – EAS Chair Hassan Hamdar summarized the subcommittee’s 
status report and he highlighted the following topics. 

a. WECC Frequency event (CISO) – will be holding a webinar on the lesson learned from 
this event. 

b. EMS Conference to be held October 3-4 in Atlanta at Georgia Power Company. 

c. Winter Weather guideline review is being led by Alan Schriver and will have a draft 
document for the OC by the June 2017 OC meeting. 

d. Recognized Paul Rice (WECC) for his service to the EAS. Mr. Rice will be retiring April 28, 
2017. 

EAS Chair Hassan Hamdar presented an update on Lessons Learned that have been 
published since the December OC meeting and on two lessons learned that will be 
published in the coming weeks. Lessons learned may be accessed from the NERC website 
here. 

5. Personnel Subcommittee - Lauri Jones, chair of the PS, presented her report on the 
subcommittee, which was in the agenda package as item 5d. Highlights include: 

a. The PS is working on the training plan for the updated SOCCED. 

b. The PS is working on a comprehensive evaluation of adult learning principles and 
instructional design concepts in order to develop program criteria that results in quality 
learning events. 

c. The PS is working through the NERC CE program to curate information from industry 
reports, articles, and meeting presentations back to industry trainers.  This initiative is 
focused on closing the loop from the work of the various NERC Committees and 
Subcommittees back to the system operator. 

d. The PS is recruiting new members for the Continuing Education Review Panel (CERP).   

6. Resources Subcommittee - RS Chair Troy Blalock provided an overview of subcommittee’s 
status report. Highlights of the report include:  

a. The RS recognized and thanked John Tolo with Tucson Electric for his 12 years of service 
to the Resource Subcommittee. Sam Rugel, Tucson Electric was appointed to replace 
John. 

b. Hydro Quebec has initiated the Generator Survey within its Interconnection.  They were 
request to go first to test on the excel survey form developed. Hydro Quebec has 
advised should be complete by March 2017, then the West will follow suite, followed by 
the East.  

c. The RS continues development of the Reliability Guideline: Operating Reserve 
Management and the Reliability Guideline: ACE Diversity Interchange. 

http://www.nerc.com/pa/rrm/ea/Pages/Lessons-Learned.aspx


7. Reliability Guideline Outreach Effort – OC Chair Jim Case led a discussion of the outreach 
efforts to keep industry aware of Reliability Guidelines and Reference Documents. The OC 
divided into four groups to address the following topics:  

a. Coordination with the Forums and other entities (NATF, NAGF, ISO/RTO Council, APPA, 
DOE, Regional Entities, National Labs, EPRI). 

b. Website (virtual world)  

c. Active outreach to stakeholders  

d. Policymaker outreach  

Each group was assigned a leader and the groups brainstormed ways to address the issues. 
The results of the brainstorming were then shared with the OC. Leadership of the OC is 
developing an action plan to address the outreach effort which will be presented to the OC 
at its June 2017 meeting.  

8. Industry Outreach efforts – In order to better coordinate activities within industry, the OC 
invited representatives from the NAGF and the NATF to participate in the March 2017 
meeting. Alan Schriver (NAGF) and Ken Keels (NATF) provided an overview of their 
respective roles and responsibilities in an effort to better coordinate activities with the 
NERC OC.  

9. Real-time Assessments Task Force (RTATF) update - Doug Peterchuck, chair of the RTATF, 
presented an update on the preparation of Implementation Guidance. The RTATF has a 
draft document for review and has provided that to the OC for input. It is anticipated that 
the OC will conduct an e-mail ballot on the Implementation guidance April 25-May 5, 2017. 
If the guidance is approved by the OC, it will be submitted to NERC Compliance staff for 
approval. 

10. Overview of December 2016 WAPA ice storm - Michael Kirwan, the Western Area Power 
Administration Upper Great Plains Region (WAPA-UGPR) Transmission Operations and 
Switching Manager reported to the OC of their efforts to recover from a recent winter ice 
storm.  On December 25 and 26, 2016 they experienced a winter storm that covered all of 
North Dakota, South Dakota, and parts of Montana, Minnesota, and Nebraska, with high 
winds and heavy ice accumulation in the area of their primary control center in 
northeastern South Dakota.   Six plus inches of ice formed on the conductors and overhead 
groundwire in the area.  During the afternoon and evening of December 25, the fiber optic 
ground wire on two lines was separated in two locations on both sides of their control 
center.  The fiber optic groundwire was part of a two way, six ring, redundant 
communication configuration. Since the separations were on both sides of the control 
center, they isolated the control center from the rest of the rings.  This resulted in WAPA-
UGPR losing visibility and control to approximately 70 percent of their substations.  WAPA-
UGPR communication staff was able to reroute the two broken rings and restore visibility 
and control within a couple of hours.  The presentation described the damage and 
restoration efforts that resulted from the ice accumulation and high winds that occurred 
starting the evening of December 25 and all of December 26 (33 hours).  In addition, they 
discussed some of the lessons learned from this event.  The presentation is not being 
shared publicly since it contains Critical Energy Infrastructure Information. The lessons 
learned will be part of its event analysis and should be shared with the industry through the 
NERC Event Analysis process. 
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Upcoming Initiatives and Board Approvals for Mid-2017 

• 2017 Summer Reliability Assessment (SRA) 
Will be provided to the Board Information-Only in May 2017 
NERC and the Reliability Assessment Subcommittee will submit this report to the 
Planning Committee (PC) in May 2017 for approval. This assessment will present 
resource adequacy metrics for the upcoming summer season and highlight any 
reliability issues. Findings will be presented to the NERC Board of Trustees (Board) in 
May as information-only. 

• NERC Special Assessment: Single Point of Disruption 
Board Approval is expected in August 2017 
NERC requested PC volunteers to join a steering committee for the development of the 
next special assessment on single points of disruption related to natural gas-fired 
resources. The report is in-development and will be presented to the PC in June 2017, 
with the final report to the Board in August 2017. 

• Essential Reliability Services and Distributed Energy Resources 
No Board Action Needed 
Measure 7 will be retired and the Reactive Power Guideline will be implemented as an 
alternative. MOD-032 SAR to replace Load-Serving Entity (LSE) with Distribution Provider 
(DP). 

• Leadership Election 
Board Approval is expected in August 2017 
Nominations are currently being collected for the chair and vice chair positions. A 
nomination committee was formed in March consisting of the three “at large” PC 
Executive Committee members. The collection of potential candidates will continue 
until the June face-to-face meeting, when elections for the chair and vice chair will be 
conducted immediately after the consent agenda is completed. The elected chair and 
vice chair will then be submitted to the Board for final approval at the August 2017 
meeting. 
 

Recently Completed Committee Activities and Initiatives 

• Initial Approval to Post a Reliability Guideline on Forced Oscillations for Industry 
Comment 
No Board Approval Required 
This draft guideline on forced oscillations was developed by the SMS and serves as a 
framework for identifying, analyzing, and mitigating forced oscillations, and a number of 
examples of these oscillations from across North America. The SMS is seeking approval 
to post for 45-day comment period. 
 



• Final Approval of Reliability Guideline on Developing Load Model Composition Data 
No Board Approval Required 
This guideline that was intended to provide Transmission Planners (TPs) and 
Transmission Owners (TOs) with technical guidelines and reference material for 
developing reasonable and suitable load composition data for dynamic load models 
used in stability simulations. The draft guideline was posted for a 45-day industry 
comment period; no comments were submitted and now the final version has been 
brought back to the committee for a final approval vote. The only changes since the 
draft are a result of NERC’s Technical Publications review. 

• Approval of SW Outage Report: Recommendation 16 – Data Change Management 
No Board Approval Required 
NERC reviewed the Data Change Management Processes for the real-time contingency 
analysis (RTCA) and Planning Models (Southwest Outage Recommendation 16). The 
report includes industry best practices, and identifies gaps in the data change 
management processes along with recommended practices. The report was sent to the 
PC for a 30-day comment period. Two comments were received and resolved. 

• Approval of 2016 Probabilistic Assessment Report 
No Board Approval Required 
The 2016 Probabilistic Assessment, which provides probabilistic reliability metrics, Loss 
of Load Hours (LOLH) and Expected Unserved Energy (EUE) for each assessment area 
and builds on the deterministic reserve margin metric. The high level indices were 
originally included in the 2016 Long-Term Reliability Assessment that was approved by 
the PC in November 2016. 
 

Future Meetings 

• June 6-7, 2017 – San Diego, CA 

• September – Quebec City, Quebec 
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Summary of the CIPC meeting, March 8-9, 2017 

1. Training for Critical Infrastructure Protection Committee (CIPC) members was offered prior 
to the meeting on the following topics:  

• 2016 Department of Energy (DOE) Design Basis Threat (DBT) – The DOE DBT was 
presented by Mark Hojnacke of DOE and addressed performance metrics for security 
planning activities. 

• “Through the Eyes of a Hacker” – Fox Guard representatives Monta Elkins and Michele 
Wright highlighted malware that could be embedded within computer tools. 

• "Is your Security Awareness Program Broken?" – Nick Santora from Curricula addressed 
common challenges to security awareness programs and how to develop a security 
culture within an organization. 

2. NERC Senior Vice President and Chief Reliability Officer Mark Lauby’s opening remarks 
highlighted the value that CIPC members bring to their organizations and to bulk power 
system reliability and security, demonstrating that the industry seeks solutions and works to 
implement them effectively. 

3. Michael Bardee, Director of Office of Electric Reliability at the Federal Energy Regulatory 
Commission (FERC), discussed the lack of quorum at FERC, noting that FERC staff remains 
involved in various activities, such as reviewing responses to the Notice of Inquiry (NOI) 
regarding better securing control centers from cyberattacks; monitoring the CIP Supply 
Chain standards drafting activity, leading compliance audits for Version 5 of the CIP 
Reliability Standards; and planning for CIP-014 audits. He also drew attention to a recent 
study that described an increasing number of vulnerabilities that affect critical 
infrastructure.  

4. DOE Senior Engineer John McIlvain briefed CIPC members about exercises, plans, and 
reports of interest, such as testing and evaluating energy sector response and recovery 
plans and Electromagnetic Pulse (EMP) resilience. Mr. McIlvain also discussed updates to 
Form OE-417, “Electric Emergency Incident and Disturbance Report.”  

5. William Cummins, Energy and Transportation Sector Liaison for the Department of 
Homeland Security (DHS), discussed the transition to the new administration and the role of 
current staff while positions are unfilled. He also gave an update about DHS activities 
around the country, as well as two projects involving the electric subsector: identifying 
interdependencies between gas and electric systems in Nevada and a Canada/US border 
project that will examine vulnerabilities of the joint grid that supports Quebec, New 
Brunswick, New England, and New York. 

6. Marc Sachs, Senior Vice President and Chief Security Officer at NERC, noted growing 
participation in E-ISAC events and activities, including the submission of reports of 



suspicious behavior. He also discussed the expanded capabilities of the Cybersecurity Risk 
Information Sharing Program (CRISP), and the Cyber Automated Information Sharing System 
(CAISS), which will track threat information. Key items briefed by other E-ISAC staff include: 

• Bill Lawrence, Director of Programs and Engagement for E-ISAC, discussed plans for this 
year’s Grid Security Conference, which will be October 17-20, 2017, in St. Paul, 
Minnesota. 

• Steve Herrin, Senior Manager, CRISP, described recent risks, threats, and events, 
phishing is the most common issue detected. 

• Carl Herron, Principal Critical Infrastructure Physical Security Advisor, encouraged CIPC 
members to report matters of concern and discussed analytical product case studies 
that are being developed; the first of which will focus on environmental protests.  

• Charlotte de Sibert, Principal Physical Security Analyst, highlighted recent reports of 
gunfire and surveillance and an increase in the number of reports of Unmanned Aircraft 
System (UAS) flyovers. 

7. David Revill, Georgia System Operations Corp., CIPC Vice Chair, spoke about recent activities 
in standards development Project 2016-02 Modifications to CIP Standards. Of nine issues 
that were initially identified for the standard drafting team’s scope, six remain in progress. 
Mr. Revill added that their work is likely to lead to more informal comment periods.  

8. Mark Olson, Senior Standards Developer at NERC, reviewed the recently concluded initial 
comment period for proposed Reliability Standard CIP-013-1 as part of standards 
development Project 2016-03 Cyber Security Supply Chain Risk Management. Mr. Olson 
said the standard drafting team will continue its efforts to meet the deadline imposed by 
FERC for submitting new or modified standards addressing supply chain risk management. 

9. Tobias Whitney, CIPC Secretary and Senior Manager of Critical Infrastructure Protection, 
Grid Assurance at NERC, discussed the upcoming “Emerging Technology Roundtable,” which 
will be held adjacent to the June CIPC meeting. It will focus on risks and security challenges 
of the “Internet of Things (IoT)” and “Implementing Cloud Computing.” 

10. Scott Mix, Senior Technical Manager at NERC, gave an overview of a standard developed by 
a technical committee of the International Electrotechnical Commission (IEC). The standard, 
IEC 61850, is intended to enhance the interoperability of systems and devices for electrical 
substations, and will be tested during a conference in New Orleans in October 2017  

11. This year’s CIPC meetings will include reports from the Regional Entities about security 
activities that are focused on the needs and concerns of registered entities within each 
footprint. This meeting featured representatives from Florida Reliability Coordinating 
Council (FRCC) and Midwest Reliability Organization (MRO), who described training and 
information sharing activities.  

12. Ken Keels, Director of Practices and Initiatives at North American Transmission Forum 
(NATF), described current NATF groups that are working on physical security, informational 
tools, development of white papers, and industry outreach.  

13. Joe Garmon, Seminole Electric Cooperative, chair of the Operating Security Subcommittee, 
asked for two volunteers to support the Operating Committee (OC) with developing a 
guideline “Recognition of Cyber Intrusion into Operations Systems.” CIPC members voted to 
appoint Benny Naas from Southern Indiana Gas and Electric and Donald Roberts from 
Southern Company to support the project.  



14. Tim Conway, SANS Institute, the chair of the Grid Exercise Working Group (GEWG), reported 
on preparations for the next GridEx on November 15-16, 2017. Since the size of the exercise 
has grown, the support staff has moved to a structure using sub-teams, with each having an 
area of focus: physical security, cyber security, and operations.  

15. David Grubbs, City of Garland Power and Light, Chair of the Physical Security Subcommittee, 
mentioned projects that the Physical Security Guidelines Task Force will address:  

• Resiliency and vulnerability assessment best practices when planning for extreme 
events 

• Guidelines for prevention strategies and event response and recovery protocols for 
sabotage scenarios 

• Processes for addressing the potential impacts of physical security threats and 
vulnerabilities 

16. David Dunn, Ontario IESO, represented the Bulk Electric System Security Metrics Working 
Group (BESSMWG) and reviewed the security metrics that can be included in the “State of 
Reliability Report.” The CIPC initially planned to vote during the meeting on whether to 
recommend that the metrics information be submitted for the report; however, it was 
decided to give members more time to review it and conduct an email vote at a later 
meeting.  

17. Paul Crist, Lincoln Electric System, chair of the Compliance Enforcement and Input Working 
Group (CEIWG), reviewed proposed guidance documents that would be produced and 
submitted by CIPC for endorsement by the ERO Enterprise consistent with NERC’s 
Compliance Guidance Policy. He noted that the guidance would describe an approach to 
compliance, but industry stakeholders have the flexibility to decide how best to comply in 
their circumstances. Documents currently being developed include: “Voice over Internet 
Protocol (VOIP) Compliance Considerations;” “Shared Facility Considerations:” and “Nuclear 
Personnel Risk Assessments (PRAs).”   

 
Future Meetings 
The next CIPC meeting will take place on June 6-7, 2017, followed by the Emerging Technology 
Roundtable on June 7-8, 2017 in San Diego, CA.  
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Background 
This report summarizes the key activities of the Personnel Certification Governance Committee 
(PCGC) during 2017. The PCGC meets four times per year. Standing Task Force meetings via 
conference call and/or WebEx are held as needed between meetings. The first quarter 2017 
meeting minutes are under review and pending approval. Draft minutes were posted to the 
NERC website. 
 
SOC Exam Development 
The Exam Working Group (EWG) completed beta testing of the new exams during first quarter 
2017. The new exams were published on February 13, 2017. The new exams incorporate the 
Linear on the Fly Testing (LOFT) feature. New content outlines and new cut scores are published 
on the NERC website.  
 
The LOFT capability offered by PSI has reduced the exam development cycle and increased the 
integrity of exams. The EWG has successfully written and vetted the required number of items 
to implement LOFT. All new items will continue to be vetted as pretest items prior to inclusion 
as a final scored item. The EWG will continue to write new items for the exam item bank.  
 
The metric (Figure 1) below illustrates the exam development cycle and exam maintenance 
cycle. 

 
Figure 1: SOC Exam Development Timeline 

 
 
 
 



Exam Development Activities Scheduled for 2017 
Published New Exams         Feb. 13, 2017 
Items Review/Analyze Statistical Performance     Jan-Dec 2017 
Write New Items         Mar-Dec 2017 
Item Writing Workshop        TBD 

 
Strategic Planning 
The System Operator Certification Program has been in existence since 1998. The program has 
evolved into a solid certification program through continuous improvement. The PCGC will 
focus on strengthening the current program through a set of directions and priorities aligned 
with the goals of the System Operator Certification Program.  
 
Accomplishments for 2017 

• Review and Updated Appendix A (Based on Job Task Analysis results) 

• Publish new exams 

• Implement LOFT 

• Test center options for Canadian provinces 
 
Future Tasks 

• Review Exam Development Process 

• Map Strategic Plan 

• Launch new SOCCED 
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Background 
This report highlights some of the key activities of the Standards Committee (SC) during the first 
quarter of 2017.  
 
Summary 
At its March 15, 2017 meeting, the SC approved for posting and ballot of revisions to Sections 6, 
7, and 11 of the Standard Processes Manual. The revisions to Section 6 provide the NERC 
technical committees more input and control over field tests, while the revisions to Sections 7 
and 11 refine the processes related to interpretations and the posting of technical papers 
developed after the Reliability Standards development process. 
 
The leadership of the SC and NERC staff continue to work on an approach for the development 
of technical guidance developed during the Reliability Standards development process and 
hope to have a proposal for SC review in June.  
 
The leadership of the SC and the Project Management and Oversight Subcommittee liaisons are 
working with the leadership of the Supply Chain standard drafting team and NERC staff to 
ensure all reasonable and practicable efforts are taken to develop a stakeholder-approved 
Reliability Standard before the Federal Energy Regulatory Commission deadline.   
 
Notification of Standards Committee Special Election Results 
As a result of an SC special election ending August 3, 2016 to fill a vacancy in Segment 9 for the 
2016-2017 term, the following new representative has been elected. The term expires on 
December 31, 2017. 

• Alexander Vedvik, Senior Electrical Engineer, Public Service Commission of Wisconsin 

As a result of an SC special election ending February 27, 2017 to fill a vacancy in Segment 9 for 
the 2017-2018 term, the following new representative has been elected. The term expires on 
December 31, 2018. 

• Michael Marchand, Senior Policy Analyst, Arkansas Public Service Commission 
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Summary 
The Reliability Leadership Summit (Summit) was held on March 21, 2017, in Washington, DC. 
The Summit featured three panels focused on the identification of risks in the following areas:  

1. Challenges in operating the bulk power system 

2. Resiliency and security 

3. Emerging risks to reliability 
 
Two keynote presentations were given: Federal Energy Regulatory Commission’s (FERC) Chair 
Cheryl LaFleur and Dr. Edmund Schweitzer. The Summit was rounded off with a facilitated open 
discussion session for attendees to share thoughts and ideas on the priority and significance of 
reliability risks. The Summit ended with closing remarks and observations provided by Gerry 
Cauley, NERC’s president and chief executive officer.  
 
On March 22, Reliability Issues Steering Committee (RISC) members reviewed common themes 
and takeaways they heard during the Summit, to identify any gaps in or potential adjustments 
to the current ERO Reliability Risk Priorities report (RISC report). These themes will be 
presented at the Member Representatives Committee (MRC) meeting on May 10. 
 
RISC members also discussed next steps and the schedule for updating the RISC report 
scheduled for submission to the Board of Trustees (Board) in February 2018. This represents a 
shift in the original timeline to respond to MRC policy input to the Board, along with discussion 
during the February 2017 MRC meeting. Namely, the desire to stagger the development of the 
RISC report and the ERO Enterprise Operating Plan in alternating years. Although the final 
report will be presented to the Board in February 2018, the RISC will have interim updates 
throughout the year to inform strategic planning and business plan and budget processes 
occurring in 2017. 
 
RISC will continue to discuss suggestions for improvement to the report, including linkages 
among the profiles to categorize the nature of the recommendations (e.g., information 
gathering, research, capital investment requirements, etc.), clarifying how risks are prioritized, 
and advising which entities (NERC, FERC, state regulators, industry, etc.) should be addressing 
each recommendation. 
 
Mr. Nelson Peeler, RISC member, will provide an update on the Committee’s activities. 

http://www.nerc.com/comm/RISC/Related%20Files%20DL/ERO_Reliability_Risk_Priorities_RISC_Reccommendations_Board_Approved_Nov_2016.pdf
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Information 

Highlights 

• The ERO Monitoring Subcommittee (EROMS) developed the 2016 Self-Certification
Forms for the Compliance Monitoring and Enforcement Program (CMEP) and the
Organization Registration and Certification Program (ORCP) with input from the
Organization Registration and Certification Subcommittee (ORCS). These self-
certifications incorporate a subset of performance items related to the two program
areas and request that North American Electric Reliability Corporation (NERC) self-
certify adherence to NERC’s Rules of Procedure (ROP).  The NERC Internal Audit and
Corporate Risk Management team coordinated the completion of self-certifications by
NERC with the results being shared with the CCC at its second Quarter 2017 meeting. In
addition, EROMS is reviewing the CCC Charter to determine any changes needed to
incorporate participation by representatives from entities in Mexico.

• The ORCS is working with the Electric Reliability Organization (ERO) Organization
Registration Certification Group to develop NERC ROP changes to improve the Jointly
Registered Organization and Coordinated Functional Registration process and
Certification Reviews.  The ORCS has expanded its next scheduled meeting to one half
days to allow additional time to work on this effort.

• The Compliance Processes and Procedures Subcommittee (CPPS) continues to support
NERC efforts to improve the Reliability Standards Audit Worksheets (RSAWs). The
compliance experts on this subcommittee have completed reviews of the following
RSAWS thus far in 2017: IRO-014-3, IRO-017-1, MOD-033- 1, PRC-010-2 and TOP-001-3.
In addition, the CPPS reviewed and endorsed the request of the Nuclear Energy Institute
(NEI) to be a Pre-Qualified Organization for submission of Implementation Guidance.
The CCC approved the addition of NEI as a Pre-Qualified Organization.

• The CCC Consistency Task Force modified the Process for Evaluating Feedback on
Consistency of the CMEP and ORCP incorporating feedback received from the NERC
Board of Trustees Compliance Committee (BOTCC). In addition, the task force is
providing possible enhancements to the Consistency Tool that NERC will manage to
collect consistency feedback. The CCC will transition the task force to a Working Group
to manage its long-term obligations associated with consistency activities.

• The CCC is committed to working with NERC to enhance the outreach on the value of
internal controls in the evaluation of compliance to Reliability Standards. A small group
of CCC members is working with NERC to identify key principles and messaging for NERC
to consider as updates to the ERO Enterprise Guide for Internal Controls.

• The CCC and its associated subcommittees held meetings at the NERC office in Atlanta
on March 15-16, 2017. The next CCC meeting will be May 17-18, 2017, hosted by WECC
in Salt Lake City, UT.
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North American Transmission Forum, Inc. 
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TO: NERC Board of Trustees (BOT) 

FROM: Thomas J. Galloway, NATF President and CEO    

SUBJECT: NATF Periodic Update to the NERC BOT – May 2017 

Attachments: 1. NATF RISC Priority Leadership Draft
2. NATF External Newsletter

The North American Transmission Forum (NATF) mission is to promote excellence in the reliable operation of 
the electric transmission system, with the vision to see reliability continuously improve.  To augment our 
strategic goals, the NATF has focused on several topics that serve as the base for external collaboration.  In both 
2016 and 2017 (to-date) those focus areas are: 

1. Resiliency / Security (tangible actions to improve response and recovery for all relevant hazards)

2. Human Performance (reduced frequency and consequences of human error) / personnel safety

3. Equipment Performance and Asset Management

4. Operating Experience Exchange – cause analyses, corrective action, and lessons learned

5. Continuous performance improvement (system and processes, worker skills, training)

Over the last several years, the Reliability Issues Steering Committee (RISC) priorities have matured and 
stabilized.  NERC, RISC, Technical Committees, Trades, the NATF, and others have discussed the opportunity to 
focus on RISC priorities as a primary means of advancing reliability, security, and resiliency; leveraging strengths 
of various organizations; and avoiding duplicative effort.  The NATF supports added emphasis on RISC priorities 
for these reasons.   

Over the next few months, the NATF plans to progressively identify those RISC priorities and associated actions 
most on-point with NATF’s mission, vision, strengths, and focus for prospective leadership.  We anticipate the 
majority of those items to fall into the Asset Management, Human Performance/Skilled Workforce, and 
Resiliency topics. 

The NATF shares many common objectives with NERC.  To advance these common objectives, and avoid 
redundant or conflicting efforts, we have undertaken quarterly coordination meetings between the senior 
leadership of both organizations.  The last session was completed April 20, with future meetings in July, and 
October.  April agenda topics included: 

1. NERC RISC priorities

2. Resiliency / Security

3. NERC data sharing to NATF

4. Equipment Performance Issues

5. Joint HP Conference – After Action Review

6. Vegetation Management

7. Misoperation Reduction / Measure Definitions

8. Information Sharing / Compliance Implementation Guidance

cc:  
ERO: G. Cauley, M. Lauby, J. Merlo, A. Koch, K. McIntyre, C. Edge, Steve Noess, T. Buzzard 
NATF: R. Carter, K. Keels, C. Sills, T. Aldred, Letter Log 
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Asset Mgmt Low Asset Mgmt 4 4.1 1

Increase the use of NERC’s Alert program to provide more detail on information requests from industry on specific assets, earlier dissemination of detailed 

reports, and potential follow-up activities involving maintenance and management of assets.

Asset Mgmt Low Asset Mgmt 4 4.2 1

The ERO Enterprise, in coordination with industry, should improve data gathering for equipment failure modes and improve the dissemination among 

equipment owners, manufacturers, and associated vendors.

Asset Mgmt Low Asset Mgmt 4 4.3 1

The ERO Enterprise, in coordination with industry, should improve data gathering for equipment failure modes and improve the dissemination among 

equipment owners, manufacturers, and associated vendors.

Asset Mgmt Low Asset Mgmt 4 4.4 1

Continue to evaluate performance trends using additional data collected by event analysis to extract insights, issues, and trends for dissemination across 

industry participants.

Asset Mgmt Low Asset Mgmt 4 4.5 1

Industry forums and trade groups should learn from successful asset management programs, maintenance, and lessons learned to gain insights on trends in 

effective asset maintenance and increase dissemination of best practices.

Asset Mgmt Low Asset Mgmt 4 4.6 1

The ERO Enterprise should work with industry experts to develop industry guidelines on protection and control system management to improve 

performance.

Asset Mgmt Low Asset Mgmt 4 4.8 2

Coordinate with the forums, research organizations, and technical committees to establish sharing of technologies or processes that aid in condition 

monitoring, failure prevention, spare sharing, and recovery.

Asset Mgmt Low Asset Mgmt 4 4.11 3

The industry should implement best practices from the sharing of technologies or processes that aid in condition monitoring, failure prevention, spare 

sharing, and recovery.

Asset Mgmt Low Asset Mgmt 4 4.7 1 Assess system performance to determine whether the current family of protection and control standards needs to be enhanced.

Asset Mgmt Low Asset Mgmt 4 4.9 2 Coordinate with the US, Canadian, and Mexican energy agencies and industry to support power transformer reserve programs.

HP Low HP/Skilled WF 5 5.1 1

The HP groups at the ERO Enterprise and industry forums should expand their communication of insights throughout the industry regarding best practices 

for increasing HP effectiveness (publishing lessons learned/best practices and supporting the NERC HP conference and other related workshops).

HP Low HP/Skilled WF 5 5.4 1

The ERO Enterprise and the industry should promote the use of NERC cause codes to establish a common understanding of HP triggers, collect and evaluate 

trends in data, and develop metrics as needed.

HP Low HP/Skilled WF 5 5.5 1

Explore the development and widespread use of a near-miss database which will leverage data sources such as event analysis, near miss databases, 

Transmission Availability Data System (TADS), Generating Availability Data System (GADS), Demand Response Availability Data System (DADS), relay 

misoperations, EOP-004/OE-417 Reports, and AC equipment failures to identify patterns and risk.

HP Low HP/Skilled WF 5 5.7 3 Industry should develop and implement a sustainable process to analyze and disseminate best practices for HP

Operations Mod Situational Awareness 6 6.5 1 Work with the forums on an approach for ongoing identification, cataloging, and sharing of good practices related to operating tools.
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Operations Mod Situational Awareness 6 6.9 2

The ERO Enterprise should engage industry and trade organizations to develop a list of key tasks and learning objectives for wide-area monitoring as well as 

assessing status following system events.

Operations Mod Situational Awareness 6 6.3 1

The ERO Enterprise should continue to perform a root cause or common mode failure analysis of partial and full loss of key EMS capability using events 

analysis information and provide lessons learned and recommendations to reduce the likelihood of failure.

Operations High Resource Mix 1 1.2 1

The ERO Enterprise should develop an effective means to gather data and insights into distributed energy resources (i.e., customer, distribution, or 

otherwise), and formulate plans to achieve the appropriate level of transparency and control such that implications to the BPS can be better understood.

Operations High Resource Mix 1 1.5 2

Policy makers should engage in high-level collaboration among market operators (RTOs/ISOs), balancing authorities in non-RTO/ISO market areas, and 

provinces and states to establish long-term strategies for aligning policies with reliability needs.

Operations High Resource Mix 1 1.6 3

The ERO Enterprise should continue working with industry stakeholders and policy makers on reliability attributes essential to support the long-term 

reliability of the BPS, including equipment controls that enable system support from variable energy resources, accommodating distributed energy 

resources such as small end-use customer resources, distributed energy resource performance, and synchronous generation retirements.

Operations High System Planning 2 2.1 1

The ERO Enterprise should coordinate and work with industry and manufacturers and developers of asynchronous resources to develop accurate dynamic 

models and make them available.

Operations High System Planning 2 2.2 1 The ERO Enterprise should identify the type and frequency of information needed from distributed energy resources.

Operations High System Planning 2 2.8 3 Encourage vendors of power system simulation software to develop programs to enhance dynamic load modeling capabilities.

Operations High Resource Adequacy 3 3.1 1

The ERO Enterprise and the industry should continue to develop improved modeling and probabilistic methods to evaluate resource adequacy. This includes 

continued sharing of emerging trends and insights from assessments for effective resource planning and operating models. Adequacy and capacity may 

include augmenting the measurements of ERS, coordination of controls, balancing load with generation regardless of the location of resources, and energy 

adequacy in light of installed and available capacity from variable generation.

Operations High Resource Adequacy 3 3.8 1

Analyze data requirements necessary to ensure there is sufficient detail on the capability and performance of the BPS as it is impacted by distributed energy 

resources. The industry should gather data beyond simple demand forecasts and expand to identify resource capacity, location, and ERS capability.

Operations Mod Situational Awareness 6 6.1 1 The ERO Enterprise should develop new measures of reliability beyond reserve margins, including sufficiency of ERS.

Operations Mod Situational Awareness 6 6.4 1

The ERO Enterprise should evaluate whether certain important applications are over reliant on a single service provider and identify mitigating actions to 

reduce the risk.
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Operations Mod Situational Awareness 6 6.7 1 The ERO Enterprise should identify the type and frequency of information needed from distributed energy resources for real-time situational awareness.

Operations Mod Extreme Natural Events 7 7.16 3

Develop a plan to review and improve the trend of SRI as indicative measure of system resilience and restoration performance for loss of generation, 

transmission, and load.

Operations Mod Physical Security 8 8.16 2 Expand participation in security exercises other than GridEx in order to reflect extreme physical events.

Resiliency Mod Extreme Natural Events 7 7.1 2 10. Identify and promote specific resiliency best practices to plan for extreme events.

Resiliency Mod Physical Security 8 8.7 1

a. Identify and promote specific resiliency and vulnerability assessment best practices with planning for extreme events, including good physical security 

assessment practices.

Resiliency Mod Physical Security 8 8.7 1 b. Develop an event guideline outlining prevention strategies and event response and recovery protocols for sabotage scenarios.

Resiliency Mod Physical Security 8 8.8 1

In collaboration with the Critical Infrastructure Protection Committee and industry stakeholders, develop a risk process to address the potential impacts of 

physical security threats and vulnerabilities.

Resiliency Mod Physical Security 8 8.9 1 The industry should review and update restoration plans while accounting for physical security scenarios.

Resiliency Mod Physical Security 8 8.15 2 Industry should work with the technical committees and forums to develop mitigation strategies and physical security assessment best practices.

Resiliency Mod Physical Security 8 8.17 2 Facilitate planning considerations to reduce the number/exposure of critical facilities.

Resiliency Mod Cyber Security 9 9.3 1

In collaboration with the Critical Infrastructure Protection Committee (CIPC) and industry stakeholders, develop a risk process to address the potential 

impacts of cyber security threats and vulnerabilities.

Resiliency Mod Cyber Security 9 9.8 1 Facilitate planning considerations to reduce the number/exposure of critical facilities.

Resiliency Mod Cyber Security 9 9.9 1 The industry should encourage the development of a peer review process for emerging risks.

Resiliency Mod Cyber Security 9 9.10 1 10. The industry should create and foster an internal culture of cyber awareness and safety.

Resiliency Mod Cyber Security 9 9.15 2 The ERO Enterprise with industry should develop agreed-upon levels of cyber-resilience suitable for BPS planning and operations.

Resiliency Mod Cyber Security 9 9.17 3 The ERO Enterprise and industry should develop industry operating guidelines that incorporate an agreed-upon level of cyber resilience.

Resiliency High Resource Adequacy 3 3.2 1

The ERO Enterprise should assess and develop mitigation recommendations as necessary to address single points of disruption, such as fuel contingencies, 

that will result in large resource outages.

Resiliency Mod Situational Awareness 6 6.11 3

The ERO Enterprise should engage industry and trade organization and the North American Synchrophasor Initiative (NASPI) to develop a suite of 

supplemental and back-up tools that use synchrophasor data.

Resiliency Mod Situational Awareness 6 6.12 3  Establish a forum with EMS vendors to leverage the near-term and mid-term suggestions for improvement of situational awareness tools.
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Resiliency Mod Extreme Natural Events 7 7.2 1 E-ISAC and industry should expand communications among ISACs, including the Telecommunications, Water, and Natural Gas ISACs.

Resiliency Mod Extreme Natural Events 7 7.4 1 Participate in exercises that incorporate extreme physical events and implement recommendations from exercise or drills such as GridEx.

Resiliency Mod Extreme Natural Events 7 7.6 1 The industry, trades, and forums should evaluate inventories of critical spare transmission equipment and increase as required.

Resiliency Mod Extreme Natural Events 7 7.7 1

The Department of Energy, the industry, trades, and forums should identify appropriate mitigations to prevent spare equipment gaps and improve 

transportation logistics.

Resiliency Mod Extreme Natural Events 7 7.8 1

The ERO Enterprise and the industry should leverage best practices and the sharing of lessons learned to expand coordination during extreme weather 

events among Reliability Coordinators, Balancing Authorities, and Transmission Operators.

Resiliency Mod Extreme Natural Events 7 7.9 1

NERC and industry should plan a workshop that is coordinated with U.S. federal agencies, Canadian, and Mexican governmental authorities to address high-

impact low-frequency event response, recovery, and communications vulnerabilities.

Resiliency Mod Extreme Natural Events 7 7.15 3

Institutionalize relationships among ESCC, government, and industry partners to enhance the culture of recognizing and addressing extreme physical event 

preparedness across industry.

Resiliency Mod Physical Security 8 8.3 1 The ERO Enterprise should develop effective metrics formulated to understand the trend of physical attacks and potential threats.

Resiliency Mod Physical Security 8 8.5 1 Promote existing and new efforts to improve a spare equipment strategy and prioritization.

Resiliency Mod Physical Security 8 8.6 1

Develop a catalog of regional/national exercises that incorporate extreme physical events and share with industry, thus supporting increased participation 

across industry. Whenever possible, expand exercises to include more facilities and industries.

Resiliency Mod Physical Security 8 8.12 2 The Department of Energy, the industry, trades, and forums should identify appropriate mitigations to spare equipment gaps and transportation logistics.

Resiliency Mod Physical Security 8 8.13 2

The ERO Enterprise, the industry, trades, and forums should evaluate inventories of critical spare transmission equipment as necessary based on a spare 

equipment strategy and prioritization.

Resiliency Mod Physical Security 8 8.18 3

Institutionalize relationships among ESCC, government, and industry partners to enhance the culture of recognizing and addressing extreme physical event 

preparedness across industry.

Resiliency Mod Physical Security 8 8.19 3 Foster the development of methods, models, and tools to simulate system reliability impacts for the planning and operational planning time horizons.

Resiliency Mod Cyber Security 9 9.13.a 2

The ESCC should operationalize the cyber mutual assistance framework to address issues with recovery after a cyber-attack: Cross-industry sharing of best 

practice incident response plans.
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Resiliency Mod Cyber Security 9 9.13.b 2

The ESCC should operationalize the cyber mutual assistance framework to address issues with recovery after a cyber-attack: Creation and/or expansion of 

security operations centers that incorporate the BPS (IT/OT convergence areas).

Resiliency Mod Cyber Security 9 9.14 2 Assist industry efforts to address supply chain vulnerability.

Resiliency Mod Extreme Natural Events 7 7.12 2

The ERO Enterprise should apply the severity risk index (SRI), on a more granular regional level to measure system resilience and restoration performance 

for loss of generation, transmission, and load. These efforts should consider or develop new comparative and descriptive metrics.

Resiliency Mod Cyber Security 9 9.7 1 NERC and the CIPC should prioritize lessons learned from regional and national exercises (e.g., GridEx) and publish lessons learned and guidelines as needed.

Resiliency Mod Cyber Security 9 9.12 1

The ERO Enterprise should develop a feedback mechanism from CIP standards implementation to evaluate the standard and lessons learned from 

technology deployment.

Resiliency Mod Cyber Security 9 9.16 3

The ERO Enterprise and industry should develop methods, models, and tools to simulate cyber impacts on system reliability, enabling BPS planning to 

withstand an agreed-upon level of cyber resiliency.

Training Low HP/Skilled WF 5 5.2 1

NERC should encourage industry and key trade associations to determine the extent of expected skill gaps and develop recommendations to address the 

skill gaps (e.g., curricula, programs, industry support).

Training Low HP/Skilled WF 5 5.3 1

 The ERO Enterprise, trade associations, and industry should promote expanding training and education programs to include HP and recruitment of the next 

generation of skilled workers.

Training Low HP/Skilled WF 5 5.6 2

Consider and implement high-value recommendations developed to address skills gaps identified in the short-term mitigation mentioned in the 1–2 year 

time frame.
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Joint 2017 NATF/EPRI Transmission Resiliency Summit Highlights 

In January 2017, the NATF and EPRI co-hosted the latest Transmission Resiliency Summit at the 

EPRI office in Charlotte, North Carolina.  We had an excellent turnout, including 145 people from 

56 NATF member companies as well as invited speakers and guests from a number of agencies 

(e.g., NERC, DOE, AGA, and DHS).   

The summit topics and discussions included: 

 Keynote addresses by Gerry Cauley of NERC and Patricia Hoffman of the DOE 

 An update on EPRI’s EMP Research Project work 

 Panel sessions on 

o Cross-sector dependency during high-impact, low-frequency (HILF) events 

o Structure, processes, and frameworks for system restoration for HILF events 

o Member approaches to dealing with system restoration during earthquakes, 

firestorms, and severe weather events 

o NATF Resiliency “Spare Tire” Project report out and related member activities   

 Emergency restoration practices and procedures tutorial  

Feedback from attendees included:  

 

 

 

 

 

The NATF and EPRI will be hosting the next Transmission Resiliency Summit in October 2017.   

2017 Workshops and Summits 

The NATF hosts member workshops and summits in key topic areas.  Our 2017 list includes:

1 Resiliency Summit – Spring  

2 Control Center Practices 

3 Human Performance (Joint with 

NERC; NATF-Only on Mar 27) 

4 Compliance/Security 

5 System Protection 

6 Transmission-NPP – Spring 

7 Modeling (Joint with NERC) 

8 Operator Training 

9 EPM – Asset Management 

10 Vegetation Management 

11 Resiliency Summit – Fall 

12 Security – Fall 

13 Transmission-NPP – Fall 

14 EPM – Substations (Tentative) 

15 EPM – Lines (Tentative) 

16 System Operations (Tentative) 

17 HP NATF-Only Workshop (Tentative) 

18 OE Group Workshop – Fall 

19 Metrics Working Group Meeting 

 

“Excellent Summit; I appreciated the time 

the Keynote Speakers and others time they 

spent sharing ideas and observations.  The 

link between recovery and resiliency was 

truly nailed down by all and that is 

something that specifically stuck in my 

mind as a highlight.” 

 

“Great topics and worthwhile presentations.” 

 
“There was an excellent turnout of utility 

people engaged in transmission resiliency, 

and the networking opportunities were very 

good.” 
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Resiliency “Spare Tire” Operations Deliverables 

How would we operate the Bulk Electric System (BES) if both primary and backup control center 

capabilities were lost?  The Electric Subsector Coordinating Council (ESCC) posed this question to 

the industry in the summer of 2016.  Similar questions have been raised by various officials from 

government agencies and regulatory bodies.  

Given these questions, starting in July 2016, a team with representation from NATF member 

companies has been working to address three specific deliverables:     

1. Review of the existing tools, capabilities, and processes the industry has in place to deal 

with loss of primary control center capabilities, and loss of both primary and backup 

control center capabilities  

2. Statement of the tools, processes, relationships and players (both utility and non-utility) 

needed to operate during a continuum of events that would impact traditional BES 

operating philosophies and tools, including EMS, beyond the ‘normal backup’ capabilities 

and processes 

3. Gap analysis (identifying potential focus areas for future research) 

Status on the three deliverables as of late January 2017 is as follows:  

 Deliverable one document addressing existing tools, capabilities, and processes has been 

completed.  A public version is available on the NATF site. 

 Deliverables 2 and 3 are underway and will include recommendations in the following 

areas: 

a. Potential tool and technology development by entities such as DOE, National 

Labs, and EPRI 

b. Actions for individual NATF member companies to take  

c. Further work by the NATF 

Environmental Conditions Adversely Affecting Tree Health 

In July 2016, the NATF surveyed members in order to determine the impact on transmission 

vegetation-management programs from environmental conditions that are adversely affecting 

tree health. 

The impacts vary from utility to utility, but those areas that are experiencing adverse environmental 

conditions are definitely seeing an increase in clearing and removal workload as well as frequency 

and scope of inspections in order to mitigate dead and dying trees.   

Some details from the survey: 

 78% of survey respondents indicated that environmental conditions are adversely 

affecting tree health on their systems 

http://www.natf.net/documents
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 Leading causes of tree mortality are emerald ash borer, oak wilt, and bark beetle 

infestation due to drought 

 Other causes noted were Asian long-horned beetle and fire damage 

 Due to the increase in tree mortality, regularly scheduled maintenance work has been 

impacted in some areas 

 Both short- and long-term plans have been developed to mitigate the risk at many utilities 

One utility reported that 90% of the ash trees on its system are severely declining or dead.  (Oak 

wilt has been reported in Minnesota, North Dakota, South Dakota, Wisconsin, and Michigan; and 

significant bark beetle infestations have been reported in California and Colorado.) 

Drought conditions in some areas have also resulted in additional hazard trees being present along 

rights-of-way, many of which have declined from various diseases.  

Mitigation efforts include more frequent inspections, expanded scope of inspections, increased 

hazard tree program budgets, and additional training for utility and contract personnel to identify 

impacted trees.  Others have modified their aerial patrols to occur during leaf-on season in order 

to better identify and mitigate areas containing dead or declining trees. 

Although the long-term prognosis is difficult to determine, many of these diseases are cyclical in 

nature and will run their course, or in the case of emerald ash borer, until all the ash trees in a 

geographic area have died. 

Drought and the resulting bark beetle infestation are cyclical as well.  Bark beetles typically attack 

trees that are under stress from drought.  Once normal rainfall returns, trees regain strength and 

the bark beetle population dies out.  With that said, this does take a number of years to resolve 

itself. 

NATF Surveys (2016)  

The NATF surveys program continues to be a popular tool for members to get information on 

practices and experiences, especially on topics related to equipment performance and 

maintenance.  During 2016, the NATF conducted 48 surveys, with 19 addressing equipment 

performance and maintenance topics.  

Human Performance Roadmap 

The recently approved “NATF Human Performance Roadmap” is a great example of the NATF 

guiding principles of “community” and “commitment.”  Recognizing a need to help the 

membership as a whole, the Human Performance Practices Group Core Team developed this 

guiding document to help members move along a maturity model for their human performance 

programs.  
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Purpose 

The Human Performance Roadmap takes you on a path toward 

improved operation of the bulk electric system through the prevention, 

detection, and correction of human errors and latent organizational 

weaknesses that can lead to events that impact system reliability.  The 

journey to human performance improvement will complement the 

existing technology, equipment, and programs you already rely on for 

system reliability by removing error traps, by reducing the impact of 

human error, and by increasing the reliability of the humans who operate 

the system. 

Evolution and Design 

The effort started when a practice group member took the human 

performance principles of excellence (POEs) and began breaking them 

into stages.  Based on practice group discussions, the core team realized 

members wanted to better understand not just “what” was important, which is the basis of the 

POEs, but “why” these elements were important and “how” they can be accomplished.   

The core team incorporated these aspects into roadmap milestones so members can move further 

along the maturity model and garner management support for the steps.  The roadmap is a set of 

two documents: the first is a visual aid (graphic) that lists and previews the milestones, while the 

second explains the what, why, and how.  As a practical step, the roadmap also includes some 

tips on what not do.   

The concepts of the roadmap will be shared at the upcoming NATF-NERC Human Performance 

Conference. 

Next Steps 

As a future progression, the NATF Human Performance Practices Group plans to collect examples 

of how members are implementing the various stages/steps of the roadmap so other members 

can use the ideas in their programs. 

NATF Operating Experience Reports  

NATF members share “operating experience” to help other members.  The NATF describes 

operating experience as positive or negative transmission (reliability or resiliency) experiences 

worth sharing for learning opportunities or potential trending.  Since November, members have 

shared operating experience reports in the following topic areas:   

 Substation Equipment 

 Transmission Equipment  

 System Protection  

 System Operations  

 Vegetation  
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Operating Experience Program Development Roadmap 

The Operating Experience (OE) Group Core Team, working with 

NATF staff, created an “OE Roadmap” to assist members in the 

development of their OE programs.  The goal of the roadmap is to 

provide condensed content for quick references and to group 

steps and attributes of an effective OE program.  This one-page 

document provides a graphical representation and guide to three 

steps of developing an OE program.  

1. First Things First  

2. Build on It  

3. Continuous Improvement  

In the future, this one-pager will have “hot” buttons that will take 

members to the various OE libraries that have information and tools 

already posted on the OE Group site.  This information will be invaluable to members as they 

develop their OE programs. 

The roadmap has been a common topic on OE Group calls.  We have discussed and edited the 

document during the calls, and members with mature programs provided previous presentations 

and materials.  Focused discussions involving members who are just starting their OE program 

development will be held in 2017. 



North American Generator Forum 
 
 
 
TO:  NERC Board of Trustees 
  Gerry Cauley, NERC President and CEO 
 
FROM:  Allen D. Schriver 
  Chief Operating Officer, North American Generator Forum (NAGF) 
 
DATE:  April 26, 2017 
 
SUBJECT: NAGF 2017 Spring Report 
 
----------------------------------------------------------------------------------------------------------- 
 
 

The NAGF attended the 2017 Reliability Leadership Summit held in Washington 
D.C. in March. The NAGF notes that while the challenges to the system are becoming 
better defined, the industry needs to begin enhancing the solutions. The NAGF is 
participating on the Inverter Task Force, will have member company VER modeling 
SME’s attending the Variable Energy Resource Modeling & Verification Workshop and is 
in discussions with other groups to seek opportunities to discuss the concerns and 
develop solutions. 
  
 

The NAGF will be holding its first NAGF Spring Compliance Event. Feedback 
from previous annual meetings and surveys indicated a desire to hold some NAGF 
meetings out in the regions. The NAGF will host a half day NAGF immediately prior to 
the NPCC Spring Compliance and Standards Workshop (23-25 May). NPCC was 
gracious enough to allow us to co-locate and use their hotel conference room the day 
prior to their conference. 
 
 

The NAGF is currently seeking an NAGF Executive Coordinator to function as 
the Chief Administrator of the NAGF. In this capacity, the Executive Coordinator would 
be responsible for the day-to-day administration of the NAGF including developing and 
issuing reports and posting information to the NAGF website. Guidance and direction 
would be provided by the NAGF Chief Operating Officer.  
 
 

The NAGF is beginning an effort to enhance GO/GOP training. NAGF members 
are developing a PER-006 training Webex presentation scheduled for May 10th. The 
goal is to convey the Systematic Approach to Training (SAT) and discuss the approach 
for PER-006 compliance. 
 
 

The NAGF 2017 Annual Meeting has been scheduled for October 10th – 11th at 
the NERC Atlanta Office.  
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Antitrust Compliance Guidelines



I. General

It is NERC’s policy and practice to obey the antitrust laws and to avoid all conduct that unreasonably restrains competition. This policy requires the avoidance of any conduct that violates, or that might appear to violate, the antitrust laws. Among other things, the antitrust laws forbid any agreement between or among competitors regarding prices, availability of service, product design, terms of sale, division of markets, allocation of customers or any other activity that unreasonably restrains competition.



It is the responsibility of every NERC participant and employee who may in any way affect NERC’s compliance with the antitrust laws to carry out this commitment.



Antitrust laws are complex and subject to court interpretation that can vary over time and from one court to another. The purpose of these guidelines is to alert NERC participants and employees to potential antitrust problems and to set forth policies to be followed with respect to activities that may involve antitrust considerations. In some instances, the NERC policy contained in these guidelines is stricter than the applicable antitrust laws. Any NERC participant or employee who is uncertain about the legal ramifications of a particular course of conduct or who has doubts or concerns about whether NERC’s antitrust compliance policy is implicated in any situation should consult NERC’s General Counsel immediately.



II. Prohibited Activities

Participants in NERC activities (including those of its committees and subgroups) should refrain from the following when acting in their capacity as participants in NERC activities (e.g., at NERC meetings, conference calls and in informal discussions):

· Discussions involving pricing information, especially margin (profit) and internal cost information and participants’ expectations as to their future prices or internal costs.

· Discussions of a participant’s marketing strategies.

· Discussions regarding how customers and geographical areas are to be divided among competitors.

· Discussions concerning the exclusion of competitors from markets.

· Discussions concerning boycotting or group refusals to deal with competitors, vendors or suppliers.























· Any other matters that do not clearly fall within these guidelines should be reviewed with NERC’s General Counsel before being discussed.



III. Activities That Are Permitted

From time to time decisions or actions of NERC (including those of its committees and subgroups) may have a negative impact on particular entities and thus in that sense adversely impact competition.

Decisions and actions by NERC (including its committees and subgroups) should only be undertaken for the purpose of promoting and maintaining the reliability and adequacy of the bulk power system. If you do not have a legitimate purpose consistent with this objective for discussing a matter, please refrain from discussing the matter during NERC meetings and in other NERC-related communications.



You should also ensure that NERC procedures, including those set forth in NERC’s Certificate of Incorporation, Bylaws, and Rules of Procedure are followed in conducting NERC business.



In addition, all discussions in NERC meetings and other NERC-related communications should be within the scope of the mandate for or assignment to the particular NERC committee or subgroup, as well as within the scope of the published agenda for the meeting.



No decisions should be made nor any actions taken in NERC activities for the purpose of giving an industry participant or group of participants a competitive advantage over other participants. In particular, decisions with respect to setting, revising, or assessing compliance with NERC reliability standards should not be influenced by anti-competitive motivations.



Subject to the foregoing restrictions, participants in NERC activities may discuss:

· Reliability matters relating to the bulk power system, including operation and planning matters such as establishing or revising reliability standards, special operating procedures, operating transfer capabilities, and plans for new facilities.

· Matters relating to the impact of reliability standards for the bulk power system on electricity markets, and the impact of electricity market operations on the reliability of the bulk power system.

· Proposed filings or other communications with state or federal regulatory authorities or other governmental entities.

· Matters relating to the internal governance, management and operation of NERC, such as nominations for vacant committee positions, budgeting and assessments, and employment matters; and procedural matters such as planning and scheduling meetings.













NERC Antitrust Compliance Guidelines	2

image1.jpeg



image2.png



image3.png





